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Penetration Testing

In addition to making certain kinds of policy errors immediately obvious,
the policy map can be used with other penetration testing techniques for
more comprehensive and accurate verification. Since the firewall treats all
hosts in a class the same, testing one address from each class gives com-
plete coverage of the entire firewall policy. For instance, when using nmap
[2] or hping2 [1] to search for unfiltered ports, it can be useful to use
source address spoofing to test that the firewall rejects packets from a vari-
ety of sources. Instead of using a randomly selected source address, you
can take one address from each class to be sure that all interesting behav-
iors of the firewall have been tested.

What If I Don’t Use iptables?

ITVal currently only parses iptables firewalls, but the general technique of
generating a policy map can be used with any type of firewall. A more
technical description of policy mapping can be found in the proceedings of
LISA ’06 [6], which outlines the algorithm used to compute the various
classes of the policy map. A quick-and-dirty approximation to the policy
map can be created by listing all the addresses (and address ranges) explic-
itly mentioned in the firewall policy. While such a listing is far less precise
and useful than the policy map, it can reveal some of the behaviors uncov-
ered by the policy map and can provide a good sample of addresses to use
during penetration testing. You might also try converting your rule set into
an iptables policy using some of the scripts Bill Stearns has made available
on his Web site [8] (mileage will vary!).

Conclusion

Maintaining a well-tested and tightly configured firewall is an important
part of overall network security. Thanks to tools such as ITVal, it no longer
needs to be an arduous task. By periodically testing whether your firewall
policy conforms to your general expectations about the organization of
your network, you can quickly and easily identify and repair significant
firewall errors.

In addition to generating a policy map, ITVal provides many other useful
tools for detecting problems in your firewall, including various ways to test
for spoofing protection and to check whether viruses and Trojans can
access backdoors through your firewall. More information about ITVal is
available in the proceedings of Freenix ’05 [5] and LISA ’05 [4]. The tool
itself can be downloaded from http://itval.sourceforge.net.
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