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rather different in each case, which explains why intrusion detection and
anomaly detection are so difficult.

Patterns are everything to us, not just in configuration management, but in
the management of anything. We organize things according to patterns.
Patterns are how we understand when things are the same or different.
There are patterns in time (repetition, scheduling, etc.) and there are pat-
terns in space (e.g., disk management, directory management, and cluster
management). When we manage things poorly it is often because we have
no good way of describing and therefore measuring the patterns of the re-
sources that we need to deal with. Indeed, it is a paradox that beings that
are so good at recognizing patterns are often quite inept when it comes to
utilizing them. This is odd indeed, because humans are excellent language
processors, and the principal way of describing discrete patterns is with
language. The study of computer languages is the study of patterns. Con-
tinuous patterns are an essential part of our visual and auditory recogni-
tion. The language of these is the calculus of differential mathematics.

What discrete and continuous patterns have in common is that patterns of
either kind are difficult to identify. Our brains are incomprehensibly suc-
cessful at identifying patterns (so much so that we see patterns even when
they are not there), but finding algorithms for recognizing and even classi-
fying patterns and for associating meanings with them (semantics) can be
one of the most difficult problems to solve.

Does that mean we should not try? Is management a waste of time? Clearly
it is not. Much has been accomplished throughout history by our willing-
ness to forego complexity and employ simple patterns that we can compre-
hend more easily. Of course, tackling this issue involves some sacrifice, but
identifying the patterns offers greater predictability and hence reliability. It
is an important lesson that the real intellectual achievement is to simplify a
problem to its core essence—anyone can make something more complicat-
ed. Indeed, science or natural philosophy is about looking for suitably ide-
alized approximations to complex patterns, not about wallowing in detail.
Also in configuration management, we must forego complexity to achieve
reliable management. This is a theme TI'll be discussing in future issues.

COM:POSTscript

At risk of turning this into a Bruckner episode, we must leave it there for
this time, before the fruits of this batch get us embroiled in a jam. In the
next part of the series I want to talk about the ways in which patterns can
be classified by algorithms. This is an important step toward the automa-
tion of configuration management. We'll see why the only real tool we
have for pattern matching symbolically is the regular expression and why
intrusion-detection systems are trying to solve a hopeless task—identifying
who is a pod among the gardeners!

ardens can be impressive tiered sculptures tull of botanical variety, jun-
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gles rich in diversity, or scrapyards full of junk. It’s the same with our com-
puter configurations. Which is easier to understand? Which is better to

ive with? These are not easy questions to answer, but they are among the
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questions we shall try to address in upcoming issues.



