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book reviews

advising company lawyers on technical lack proven results. Perhaps total There are many references to online
matters or a lawyer advising technical  unavailability of all major news sites that sources of security information. The
folks, | strongly recommend reading this were not using CDNs following the ter- authors mention mailing lists such as
chapter before your users or content rorist attacks in the US will convince BUGTRAQ and the RISKS Digest. They8
providers come after you or your com-  him otherwise. also cover things like OPenetrate and
pany. Even caching experts are likely to PatchO and the OArt of Engineering.O The
find the discussion interesting and use- authors introduce the reader to ideas
ful. The weak side of this chapter is such as OThe Common Criteria,0 which
mostly US-specific content and absence is an ISO standard that has its roots in
of clear-cut conclusions. Your company the DOD and the Orange Book.

will still need a lawyer.
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Web CachingOs strongest points are
breadth of coverage and fearless
attempts to discuss controversial and
even nontechnical issues. In the absence
of competition, this is the best reference
book on caching today. To stay on top, = The authors continue initiating the

The next seven chapters talk mostly however, OOReilly needs to do signifi-  reader into security by examining a few
about configuring Web clients, Web cantly better editing for the second edi- basic ideas: keep it simple, be reluctant
caches, cache hierarchies, and origin tion as well as prompt Duane to provide to trust, and fail securely. Viega and
servers to work with caches and/or to in-depth treatment of key subjects. McGraw also discuss such popular

cache content efficiently. Generally use-
ful, good technical stuff, though some
topics would benefit from a more thor-
ough treatment.. Many complex issues
such as traffic interception or cache
hierarchies are discussed with pros and

beliefs as the now infamous Eric Ray-
mond quote, Ogiven enough eyeballs, al
bugs are shallow.O The reader is also
introduced to issues surrounding full
disclosure and open source. This section
of the book looks at these ideas with a

Disclaimer: my objectivity in this review
was in no significant way affected by the
fact that Duane and | have been working
together for the past three years and own
the same company.

cons of specific solutions compared. If critical eye, noting the potential prob-
you are deploying a cache on your net- BU|LDING SECURE SOFTWARE: HOW lems that arise from following the popu-
work, you will find answers to many of  TO AVOID SECURITY PROBLEMS THE lar mojo without considering the effects.
your_ques.uons in t.hese chapters. Some RIGHT WAY The later chapters @uilding Secure
configuration details are likely to GARY MCGRAW AND JOHN VIEGA q he nittv-ari
become outdated soon, but the book Boston, MA: Addison-Wesley Professional _S(_)ftware getdown to the mt.ty gritty of
does a good job discussing general con-  Computing Series, 2001.Pp. 528, it: source code. Readers will explore _
cepts and common pitfalls that are likely ISBN: 0_231572152_)(5 i puffer and heap overflows, race condi-
to remain relevant for at least a few Reviewed by Ray Schneider tions, cryptography, random numbgr
ray@hackfoo.net generation, and entropy. These topics

years. DuaneOs open source software bie ) . . .
is especially evident in these chapters. N the world of interconnected comput- ~ are covered in detail. Source code is

ers, whether on LANs or WANSs, it has ~ developed, examined, and improved.

Chapter 11 is devoted to monitoring never been more important than now to  Viega and McGraw even supply working
cache operation and would have been  haye secure systems. The authors believeeXploit code and demonstrate how it
extremely useful to cache operators had that it all starts with software source works. The majority of the source in the

it not been only nine pages long. | donOt code: without source code written with ~ book is in C, but there are examples in
know why the author decided to hide his security in mind, none of the rest mat-  Java and Perl as well.

expertise and experience behind a few ters, As Bruce Schneier says in his foreword
URLSs pointing to available monitoring '

tools. The book would significantly ben- Viega and McGraw bre&ilding (Building Secure Software is a critical

fit from more specific examples: per-  Secure Software down into two logical tool in the understanding of secure soft-
haps a large-scale Web caching sections. The first section, consisting of - Ware.O | highly recommend this book to
bibliography. The index is surprisingly ~ Several chapters, successfully introduces nyone responsible for the development
incomplete considering currently avail- the reader to security by covering tech-  0f software in the sometimes hostile
able indexing tools. no]og|eS, goa|sy as well as risk manage- environment of interconnected systems.

ment.
Web Caching is definitely missing a o
chapter on content delivery networks Readers who make decisions about secu-

(CDNS). The author claims that CDNs rity in the development of software will
find the first chapters enlightening.
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