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Documentation and Planning

Typically, documentation does not come naturally to technical individuals. However,
documenting the steps taken during an incident response is paramount. Records of a
response performed months or years prior have a longer shelf life than an individual’s
memory. Planning is also very important to the response because sometimes the inves-
tigator may only have one chance to respond correctly. Planning the commands, the
order, and what switches will be used on the victim machine will follow hand-in-hand
with the documentation. A simple spreadsheet is used to document what commands
executed on the victim machine can be created before the response is performed,
therefore allowing the investigator to plan and research the tools before they are run
live during the response. An example of this spreadsheet is viewed below.

Start Command Line Trusted | Untrusted md5sum Comments
Time Execution | Execution

4/3/2001 | date | nc 192.168.69.2 2222 X €913412389f3430c5662a3ee54aef082 daylight savings
10:37:47 time in effect.
4/3/2001 netstat —an | nc 192.168.69.2 2222 X 37cfdab36f8e42369f099d39af36b275

10:42:15

The columns “trusted execution” and “untrusted execution” indicate how the tool was
executed and are the proper place for this documentation. In these columns it will be
considered an untrusted execution if any code contained on the victim machine is run,
such as dynamically loaded libraries and other tools.

Another aspect that must be documented is the transfer of evidence. The chain of cus-

tody is the record of when, to whom, and where a piece of evidence is transferred. A

completed chain of custody form will provide an extra level of authenticity of the evi-
dence, if it is ever ques-

tioned, and is standard

Case Number: | FS-010101 EVIDENCE for any law enforcement
Evidence Tag: | 001 CHAIN OF investigation. A sample
CUSTODY . .
chain-of-custody form is
Evidence CD-ROM containing live response data files observed here.
Description:
. If the proper documenta-
Source Location: X Source Name: X Date: 06/01/2001 12:10 tion is created through-
Destination Onsite Destination Name: | Keith J. Jones <Keith’s Signature> . L g
Location: Investigation out the Investigation, a
Miami, FL. final report is simple to

Source Location:

Washington, DC

Source Name:

Keith J. Jones Date: 06/02/2001 14:43

compile. The information

Destination Evidence Safe, Destination Name: | Keith J. Jones <Keith’s Signature> can be summarized from
Location: Washington, DC h . d ta-
Source Location: Washington, DC Source Name: Keith J. Jones Date: 06/04/2001 15:33 t. € various Oa.lmer,l a
Destination Washington, DC Destination Name: | Kevin Mandia | <Keith’s Signature> |<Kevin’s tion sources easily. Simple
Location: Signature> generation of the final
Source Location: Source Name: Date: report can be the greatest
Destination Destination Name: motivation to document
Location:

Source Location: Source Name: Date: properly.

Destination Destination Name:

Location:
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Conclusion

This article provides a summary of tools and techniques used for a successful live inci-
dent response on a UNIX operating system. Proper documentation and planning are
needed in order to keep mistakes to a minimum. Documentation includes document-
ing the chain of custody to uphold the authenticity of the evidence should legal action
follow an investigation. A toolkit of trusted binary files must be used during the
response. The toolkit should be compiled statically and transferred to the victim
machine before the response is executed. Lastly, steps such as calculating an MD5
checksum on the evidence and archiving it to a read-only media will also be used to
prove authenticity.

These principles can be easily applied to a Microsoft Windows N'T/2000 machine. Sub-
stitution of the UNIX tools with ones that are similar for NT/2000 will need to be per-
formed, but that is not difficult. The documentation and planning stages will be
exactly the same.
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