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Another trick is to put a /root directory in the floppy tree with a .ssh/ subdirectory. You
can then store your SSH public keys in the floppy file system and configure SSHD to
use only public key authentication.

After you have all files ready, it’s only a matter of running the PicoBSD configuration
script. The script is in the directory build/ and it’s called picobsd. It has a menu which
lets you modify various parameters and build the binary image of your floppy.

Once you have the floppy image done, you can use dd(1) to transfer it to a real floppy
and boot your firewall from it. Remember to format the floppy first to make sure it
does not have any bad blocks.

Once you have your one floppy firewall operational, there are some things you can try
experimenting with. One of them is the kernel run levels in FreeBSD, and thus
PicoBSD.

There is a variable in the FreeBSD kernel that specifies in which security context the
kernel should operate. The name of the variable is kern.securelevel, and the default is
-1 which means that no security is enabled. The possible values are:

-1 Permanently insecure mode — always run the system in level 0 mode. This is the
default initial value.

0 Insecure mode — immutable and append-only flags may be turned off. All
devices may be read or written subject to their permissions.

1 Secure mode — the system immutable and system append-only flags may not be
turned off; disks for mounted file systems, /dev/mem, and /dev/kmem may not
be opened for writing; kernel modules (see kld(4)) may not be loaded or unloaded.

2 Highly secure mode — same as secure mode, plus disks may not be opened for
writing (except by mount(2)) whether mounted or not. This level precludes tam-
pering with file systems by unmounting them, but also inhibits running
newfs(8) while the system is multi-user.

In addition, kernel time changes are restricted to less than or equal to one sec-
ond. Attempts to change the time by more than this will log the message “Time
adjustment clamped to +1 second.”

3 Network secure mode — same as highly secure mode, plus IP packet filter rules
(see ipfw(8) and ipfirewall(4)) cannot be changed and dummynet(4) configuration
cannot be adjusted.

The MFS and floppy file systems could be built with all files set as immutable, and
right after loading the firewall rules you could switch to run level 3. The only disad-
vantage of this is that once the system is running you can no longer change anything,
but I think that’s as secure as you can get with a firewall.

Conclusion

Although firewalls are usually built using general purpose operating systems, they do
not need all of the programs and utilities that come by default. All that firewalls really
need are the kernel and a couple of programs for configuring network interfaces, load-
ing the rules, etc. We have seen that all of these programs fit nicely in a single 1.44MB
3.5” floppy disk. There is no reason to have all of the extra unused programs in the
disk, even if there is enough space for them. They make it possible to accidentally turn
on an unwanted service. They also give a trespasser a rich development environment
from which to launch further attacks. I believe that eliminating all of these unused
programs makes a firewall more secure. In the case of a break-in, it gives the attacker
an almost unusable system from which no further attack is possible.
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