




5:09 a.m. PST, one of Hubble’s ping monitors found that
128.9.112.1 was no longer responsive. At 5:13, Hubble
triggered traceroutes from around the world to that desti-
nation, part of 128.9.0.0/16, originated by USC (AS4).
4 vantage points were unable to reach the origin AS,
whereas the others reached the destination. All of the
failed probes stopped at one of two routers in Cox
Communications (AS22773), one of USC’s providers,
whereas the successful probes traversed other providers.
In parallel, 6 of 13 RON vantage points were unable to
reach the destination, with traceroutes ending in Cox,
while the other 7 RON nodes successfully pinged the
destination. Hubble launched pings from some of those
7 nodes, spoofed to appear to be coming from the other
6, and all 6 nodes received responses from 128.9.112.1.
This result revealed that the problems were all on for-
ward paths to the destination, and Hubble determined
that Cox was not successfully forwarding packets to the
destination. It continued to track the problem until all
probes launched at 7:13 successfully reached the desti-
nation, resolving the problem after 2 hours. A snapshot
of the problems Hubble is currently monitoring can be
found at http://hubble.cs.washington.edu.

In this section, we evaluate many of our design deci-
sions to assess Hubble’s efficacy. In Section 5 we present
results of a measurement study conducted using it.
How much of the Internet does Hubble monitor? Hub-
ble selects targets from BGP updates for the entire rout-
ing table available from RouteViews. Its active ping
monitoring includes more than 110,000 prefixes discov-
ered to have pingable addresses, distributed over 92%
of the edge ASes, i.e., ASes that do not provide routing
transit in any AS paths seen in RouteViews BGP tables.
These target prefixes include 85% of the edge prefixes
in the Internet and account for 89% of the edge prefix
address space, where we classify a prefix as non-edge if
an address from it appears in any of our traceroutes to
another prefix. Previous systems that used active probes
to assess reachability managed to monitor only half as
many ASes over 3 months and only when clients from
those ASes accessed the system [35], whereas Hubble
probes each of its target prefixes every 2 minutes.

We next gauge whether Hubble is likely to discover
problems Internet users confront. To do so, we collected
a sample of BitTorrent users by crawling popular sites
that aggregate BitTorrent metadata and selecting 18,370
target swarms. For a month starting December 20, 2007,
we repeatedly requested membership information from
the swarms. We observed 14,380,622 distinct IPs, rep-
resenting more than 200 of the nearly 250 DNS country
codes. We are interested in whether the routing infras-
tructure provides connectivity, and so Hubble monitors
routers rather than end-hosts, which are more likely to
go offline (and do not affect others’ reachability when

they do) and often are in prefixes that do not respond to
pings. Further, a router generally uses the same path to
all prefixes originated by a given AS [19]. Therefore, we
assess whether these representative end-users gathered
from BitTorrent share origin ASes with routers moni-
tored by Hubble. We find that 99% of them belong to
ASes containing prefixes monitored by Hubble.
How effective are Hubble’s target selection strategies?
To reduce measurement traffic overhead while still find-
ing the events that occur, Hubble uses passive BGP mon-
itoring and active ping monitoring to select targets likely
to be experiencing reachability problems. Reachability
analysis like Hubble’s relies on router-level data from
traceroutes (see Sections 3.4 and 3.5). So we compare
the ability of Hubble’s selective targeting to discover
problems with an approach using pervasive tracerouting,
in which the 30 vantage points each probe all monitored
prefixes every 15 minutes without any target selection.
We measured the total probe traffic sent by Hubble, in-
cluding pings and traceroutes, and found that it is 5.5%
of that required by the pervasive technique.

Given its much reduced measurement load, we next
assess how effectively Hubble’s target selection strate-
gies discover events compared to pervasive traceroutes.
For this evaluation, we issued traceroutes every 15 min-
utes for ten days beginning August 25, 2007, from 30
PlanetLab vantage points to 1500 prefixes, and we com-
pare the reachability problems discovered in these tracer-
outes with those discovered to the same set of prefixes by
Hubble’s BGP- and ping-based target selection. We use
the quarter-hourly traceroutes as “ground truth” reach-
ability information. We only consider events that both
begin and end within the experiment and only consider
events that persist for at least one additional round of
probing after they start. There were 1100 such reachabil-
ity events, covering 333 of the prefixes, with the longest
lasting almost 4 days. 236 of the events involved com-
plete unreachability, and 874 were partial. Here and in
later sections, we classify a reachability event as being
complete if, at any point during the event, none of the
traceroute vantage points is able to reach it. Otherwise,
the event is partial.

Figure 5 shows the fraction of the events also uncov-
ered by Hubble’s target selection strategies, both indi-
vidually and combined. Individually, active ping moni-
toring uncovered 881 of the problems (79%), and passive
BGP monitoring uncovered 420 (38%); combined, they
discovered 939 (85%). For events lasting over an hour,
the combined coverage increases to 95%. The average
length of an event discovered by ping monitoring is 2.9
hours, whereas the average length of an event discovered
by BGP monitoring and not by ping monitoring is only
0.8 hours.

This experiment yields a number of interesting con-
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Figure 5: For reachability events discovered in 10 days of
quarter-hourly probes, fraction of events also discovered by
Hubble’s target selection. While BGP alone proved ineffec-
tual, Hubble’s techniques combine to be nearly as effective as
a heavy-weight approach with the same time granularity.

clusions. First, BGP monitoring is not sufficient. We
were surprised at how low BGP-based coverage was; in
fact, we had originally intended to only do BGP based
monitoring, until we discovered that it uncovered too few
events. Second, BGP monitoring provides an important
supplement to active monitoring, particularly with short
events. Because we strive to limit the rate at which we
probe destinations, an inherent tradeoff exists between
the number of monitors (more yielding a broader view-
point) and the rate at which a single monitor can progress
through the list of ping targets. In our current implemen-
tation, we use approximately 100 monitor sites, and it
takes a monitor over 3 hours to progress through the list.
Therefore, short reachability problems visible from only
a few vantages may not be discovered by ping monitors.
BGP monitoring often helps in these cases. Third, Hub-
ble’s overall coverage is excellent, meaning it discovers
almost all of the problems that a pervasive probing tech-
nique would discover, while issuing many fewer probes.
How quickly after they start does Hubble identify
problems? Besides uncovering a high percentage of
all reachability events, we desire Hubble to identify the
events in a timely fashion, and we find that it does very
well at this. For the same reachability events as in Fig-
ure 5, Figure 6 shows the delay between when the event
starts in the quarter-hourly probes and when the prefix is
identified as a target by Hubble’s target selection. Be-
cause of the regular nature of the quarter-hourly probes,
we know the actual starting time of the event to within
that granularity. However, it is possible that Hubble’s
monitoring identifies problems before the “continuous”
traceroutes; in these cases, for ease of readability, we
give the delay as 0. We additionally plot events lasting
longer than an hour separately to avoid the concern that
the large number of events shorter than that might dis-
tort Hubble’s performance. The ideal plot in the graph
would be a vertical line at 0; Hubble achieves that for
73% of the events it identifies, discovering them at least

Time since start of event (hrs)

Figure 6: For reachability events in 10 days of quarter-hourly
probes, time from start of event until Hubble identifies its prefix
as a target. Events over an hour are also given separately.
Fractions are out of only the events eventually identified, 85%

overall and 95% of those longer than an hour. Hubble identifies
73% of events immediately.

as early as quarter-hourly probes. Of the events lasting
over an hour, Hubble discovers 96% of them within an
hour of the event’s start. So Hubble’s light-weight prob-
ing approach still allows it to discover events in a timely
fashion, and we can generally trust the duration it gives
for the length of an event.
Does Hubble discover those events that affect sites
where it does not have a vantage point? One limita-
tion of the evaluation so far is that the 30 PlanetLab sites
used to issue the quarter-hourly traceroutes are also used
as part of the ping monitoring. We would like Hubble to
identify most of the reachability problems that any van-
tage points would experience, not just those experienced
by its chosen vantages. To partially gauge its ability to
do this, we assess the quality of its coverage when we ex-
clude the traceroute vantage points from the set of ping
monitors. This exclusion leaves Hubble with only about
2
3 of its normal number of monitors, and the excluded
vantage points include 4 countries not represented in the
remaining monitors. Yet our system still discovers 77%
of the 1110 reachability events (as compared to 85% with
all monitors). If we instead exclude an equal number of
vantage points chosen randomly from those not issuing
traceroutes, we see 80% coverage (median over 3 trials).
We acknowledge that known diversity issues with Plan-
etLab somewhat limit this experiment.

To assess this limitation, we evaluate the diversity of
paths seen from PlanetLab compared to BGP paths from
the RIPE Routing Information Service [30], which is
similar to RouteViews but with many more AS peers
(447 total). The research community believes Inter-
net routes are generally valley-free, with “uphill” and
“downhill” segments. For each RIPE path, we consider
only the segment from the highest degree AS to the pre-
fix (the downhill portion); we truncate in this manner
because we found more than 90% of failed traceroutes
terminate within two AS hops of the destination’s origin
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Figure 7: Fraction of ASes on BGP paths from RIPE RIS route
collectors that also appear on traceroutes from Hubble’s daily
and triggered traceroute vantage points. Using only 35 sites for
triggered traceroutes, Hubble observes most of the ASes visible
from the 218 PlanetLab sites and the 447 RIPE peers.

AS, and the relatively small number of PlanetLab sites
limits the source-AS diversity on the uphill portion of
paths. For each prefix monitored by Hubble, we consider
the set of all ASes that appear on the truncated RIPE
paths for that prefix. We also calculate the set of ASes
that appear on one day’s worth of Hubble’s daily tracer-
outes to each prefix. Figure 7 shows the fraction of ASes
on RIPE paths also seen in daily traceroutes. Even with
just the 35 sites used for Hubble’s triggered traceroutes,
for 90% of prefixes, the probes include at least half of
the ASes seen in BGP paths. For 70% of prefixes, the
traceroutes include at least 70% of ASes, and they in-
clude all ASes for more than 60% of prefixes. These
results suggest that PlanetLab achieves reasonable visi-
bility into AS paths even with a small number of vantage
points, so Hubble likely detects many of the AS problems
that occur on the downhill portions of paths to its mon-
itored prefixes. Further, limiting triggered probe traffic
during problems to a small number of vantage points
does not drastically reduce the system’s coverage. While
the system currently selects a single set of vantage points,
seeking only to maximize the number of source countries
without considering AS-path redundancy, we could eas-
ily modify it to use daily traceroutes to choose triggered
traceroute sites on a per-prefix basis to maximize path
diversity.

We have future plans to extend Hubble’s view which
we mention briefly in Section 5.3; further analysis of
RIPE BGP paths could suggest where our coverage is
most lacking. Even now, three facts allow Hubble to dis-
cover many of the problems experienced by sites outside
of its control. First, passive BGP monitoring gives Hub-
ble a view into ASes outside of its control. Second, as
noted in Section 2.2, when a problem exists, it is quite
likely that many vantage points experience it. Third, as
we will see in Section 5.2, many problems occur near
the destinations, by which point paths from many diverse
vantage points are likely to have converged.

Duration of reachability event (hrs)

Figure 8: CCDF of duration of reachability events.

5 Characteristics of Reachability Prob-
lems on the Internet

After demonstrating the effectiveness of Hubble in
achieving our goals, we now present the results of a
measurement study using Hubble to detect and measure
reachability problems on the Internet for 3 weeks start-
ing September 17, 2007. Hubble issued traceroutes from
35 PlanetLab sites across 15 countries (though only 30
at a time) and deployed ping monitors at 104 sites across
24 countries. In Section 2.2, we defined a reachability
problem to be when a prefix is reachable from less than
90% of probing sites, and a reachability event is the pe-
riod starting when we first identify that a prefix is ex-
periencing reachability problems and concluding when
its reachability increases to 90% or higher. We consider
only events that began and ended during the study and
persisted through at least one additional round of prob-
ing after being detected.

5.1 Prevalence and Duration

Hubble identified 31,692 reachability events, involving
10,224 distinct prefixes. 21,488 were cases of partial
reachability, including 6,202 prefixes. 4,785 prefixes
experienced periods of complete unreachability. Hub-
ble detected an additional 19,150 events that either were
transient or were still ongoing at the end of the study,
involving an additional 6,851 prefixes. Of the prefixes
that had problems, 58% experienced only a single reach-
ability event, but 25% experienced more than 2 and 193
experienced at least 20.

Figure 8 shows the duration of reachability events.
More than 60% lasted over 2 hours. From Section 4, we
know the system has excellent coverage of events this
long, but may miss some shorter ones. Still, this repre-
sents over 19,000 events longer than 2 hours, and 2,940
of the events lasted at least a day. Cases of partial reach-
ability tend to resolve faster, with a median duration of
2.75 hours, 3

4 of an hour shorter than for cases of com-
plete unreachability. Even so, in 1,675 instances a prefix
experienced partial reachability for over a day. We find
this to be an astounding violation of global reachability.
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5.2 Topological Characteristics

We conducted a study of Hubble’s reachability problem
classification, applied to the triggered traceroutes issued
in the first week of February, 2008. If a set of 30 probes
indicates a prefix is experiencing reachability problems,
Hubble attempts in real-time to automatically match the
problem to one of the classes presented above. We first
present a few case studies, then give quantitative results
of Hubble’s classification. We intend the case studies to
serve as examples of problems Hubble detects, but do
not mean them to be exhaustive. Hubble classified these
problems automatically, but we followed up by hand to
get details such as the ASes involved.

Example of complete unreachability: For a prefix orig-
inated by an AS in Zimbabwe, probes to routers along
previously successful paths to the prefix showed that
the link to its primary provider seemed to have disap-
peared, and traffic was being routed through a backup
provider. However, all probes terminated in this backup
provider, either due to a misconfiguration in the sec-
ondary provider or due to the origin AS being down.
In subsequent rounds of probing, packets started get-
ting through to the destination only after the link to the
primary provider came up again. This type of problem
cannot be detected without active measurements, as the
backup exported a valid AS path.

Example of partial reachability, AS problem: Hubble
found that all probes to a particular prefix in Hong Kong
that went through FLAG Telecom were dropped, whereas
those that used other transit ASes reached the destination
AS, Hutchinson. Of the 30 traceroutes to this destination,
11 went through FLAG and failed to reach the destina-
tion. This observation strongly suggests problems with
the FLAG-Hutchinson connection.

Example of partial reachability, router problem: We
saw an example of this scenario for an AS in Vietnam.
Probes from 15 of our vantage points passed through the
Level 3 network, with some of the probes being dropped
in Level 3 while others reached the destination. Com-
paring the failed probes with earlier ones in which all
15 probes through Level 3 were successful, we observed
that the internal route within Level 3 had changed. In the
earlier successful traceroutes, packets reached a router
4.68.120.143 in the Level 3 network and were forwarded
to another router 213.244.165.238 (also in Level 3), and
then to the destination AS. However, in the failed probes
flagged as a reachability problem, packets reached router
4.68.120.143, which then sent them to another Level 3
router 4.68.111.198, where the traceroutes terminated.
This path change could have been due to load balanc-
ing or changes in IGP weights, because all the routers
on the old path, including router 213.244.165.238, still

Class Total % Min % Max%
Single-homed Origin 17 4 37

AS Down
Multi-homed Origin 9 2 30

AS Down
Provider(s) Unreachable 3 1 13

Provider AS Problem 6 1 17
for Multi-homed

Non-Provider 17 1 37
AS Problem

Router Problem 7 1 40
on Known Path
Router Problem 21 1 40

on New Path
Next Hop Problem 14 1 39

on Known Paths
Prefix Unreachable 22 7 79

Table 1: Percentage of problems in each class in one week of
triggered traceroutes. Total column gives the percentage be-
longing to that class, out of the 375,775 total classified; recall
that, as explained above, a problem can be classified in multi-
ple ways. Min (Max) column gives the percentage of problems
assigned to that class, out of all problems classified during the
15 minute window, for the 15 minute window with the lowest
(highest) percentage for that class.

responded to Hubble’s pings. This implies that either
router 4.68.111.198 is misconfigured, or that the routing
information is not consistent throughout the AS.

Quantitative classification results: Hubble classified
375,775 of the 457,960 sets of traceroutes (82%) that in-
dicated reachability problems during the study. The other
problems were not classifiable using Hubble’s technique
of grouping failed probes by last AS, last hop, or inferred
next hop, then flagging any such entity that explains a
substantial number. In those cases, every such entity ei-
ther did not explain enough probes or had other probes
that reached the destination through it, perhaps because
the problem resolved while we were probing or because
a problem existed on the return path to some vantage
points and not others.

Table 1 shows how many problems were assigned to
each class. Hubble classified 91.95% of all cases of
complete unreachability, yielding almost one-third of the
classified problems; especially for small ASes originat-
ing a single prefix, these may be cases when the prefix
has simply been taken offline for awhile. The cases of
partial reachability are more interesting, as a working
physical path exists. Suppose s1 is unable to reach d,
but s2 can. If nothing else, a path exists in which s1

tunnels traffic to Hubble’s central coordinator (running
at the University of Washington), to which it must have
access as it reported d as unreachable, and Hubble tun-
nels traffic to s2, which forwards it on to d. While phys-
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ical failure– say, a bulldozer mistakenly cutting fiber–
can cause complete unreachability, any case of partial
reachability must be caused at least in part by either pol-
icy or misconfiguration. Policy-induced unreachability
and misconfigurations might also help explain why BGP
proved to be a poor predictor of reachability problems,
as seen in Section 4.

We make two observations for the cases of partial
reachability. First, we were surprised how often all traffic
to a particular provider of a multi-homed AS failed when
other providers worked. This result indicates that multi-
homed failover may warrant further study and suggests
that ASes may want to monitor their reachability through
all their providers, perhaps using Hubble. Second, most
of the router problems were on new paths; we plan fur-
ther analysis of Hubble data to determine how often the
routers on the old path were still available.

5.3 Classification Results Using Spoofed Probes

We conducted two studies on the RON testbed [1] to
evaluate how effectively Hubble’s spoofed probes deter-
mine if a problem is due to issues with the forward path
to or with the reverse path from the destination. Our stud-
ies used 13 RON nodes, 6 of which permitted spoofing
of source addresses.

In the first study, we issued pings every half hour for
a day to destinations in all the prefixes known by Hub-
ble to be experiencing reachability problems at that time.
We then discarded destinations that were either reachable
from all 13 nodes or unreachable from all, as spoofed
probes provide no utility in such cases. For every par-
tially reachable destination d and for each RON node r
which failed to reach d, we chose a node r ′ that could
both reach d and send out spoofed probes. We had r ′

send a probe to d with the source address set to r. If r re-
ceived d’s response, it indicated a working reverse path
back from d to r. We concluded that a problem on the
forward path from r to d caused the unreachability . Sim-
ilarly, in cases when a node r was able to send spoofed
probes and unable to reach d, we had r send out probes
to d with the source address set to that of a node r ′ from
which d was reachable. If r ′ received d’s response, it
demonstrated a working forward path from r to d, and
hence we concluded that the problem was on the reverse
path from d back to r. We issued redundant probes to
account for random losses.
How often do spoofed packets isolate the failed direc-
tion? We evaluated 25,286 instances in which one RON
node failed to reach a destination that another node could
reach; in 53% of these cases, spoofing allowed us to de-
termine that the failure was on the forward path, and in
9% we determined the failure to be on the reverse path.
These results were limited by the fact that we could only
verify a working forward path from the 6 nodes capa-

Class Forward Reverse Mix Unknown Total
All destinations with reachability problems
All nodes 49% 0% 1% 50% 3605
Spoofing 42% 16% 3% 39% 2172

nodes
Multi-homed dests. classified as having provider problems
All nodes 84% 0% 0% 16% 18762
Spoofing 81% 0% 0% 19% 10628

nodes

Table 2: Out of cases in which at least 3 vantage points failed
to reach the destination, the %’s in which our technique using
spoofed packets determined that all problems were on the for-
ward path, all on the reverse path, or a mix of both. Also gives
the % for which our system could not make a determination.

ble of spoofing. Looking only at the 11,355 failed paths
from sources capable of spoofing, we found the prob-
lem to be on the forward path in 47% of cases and on
the reverse path in 21%. The remaining 32% may have
had failures both ways, or transient loss may have caught
packets. Our 68% determination rate represents a five-
fold improvement over previous techniques [35], which
were able to determine forward path problems in 13% of
cases but not reverse path failures. In an additional 15%
of cases, their technique inferred the failure of an old
forward path from observing a path change, but made no
determination as to why the new path had failed.

The success of our technique at isolating the direc-
tion of failure suggests that, once we have an integrated
Hubble deployment capable of spoofing from all vantage
points, we will be able to classify problems with much
more precision, providing operators with detailed infor-
mation about most problems.
When multiple sites cannot reach a destination, how
often do spoofed probes show all failed paths to be
in the same direction? We then evaluated the same
data to determine when all the reachability issues from
RON nodes to a particular destination could either be
blamed entirely on forward paths to the destination or
on reverse paths back from the destination. In each half
hour, we considered all targets to which at least one
RON node had connectivity and at least three did not.
We then determined, for each target, whether forward
paths were responsible for all problems; whether reverse
paths were; or whether each failed path could be pinned
down to one direction or the other, but it varied across
sources. We then repeated the experiment, but consid-
ered only sources capable of spoofing and only destina-
tions unreachable from at least 3 of these sources. The
top half of Table 2 presents the results. We determined
the failing direction for all nodes in half of the cases, with
nearly all of them isolated to the forward direction (note
that the 1% difference accounts for cases when some of
the spoofing nodes had reverse path failures while other
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nodes had forward path ones). When considering just
the spoofing nodes, we were able to explain all failures
in 61% of cases. In 95% of those, the problems were
isolated to either reverse or forward paths only, mean-
ing that all nodes had paths to the destination or that the
destination had paths to all nodes, respectively.
What is the nature of multi-homed provider prob-
lems? We conducted the second study to further deter-
mine how well spoofing can isolate problems. We used
the same setup as before for two weeks starting Octo-
ber 8, 2007, but this time considered in each round only
destinations that Hubble determined were experiencing
provider AS problems for a multi-homed origin (see Fig-
ure 3 (a)). We chose this class of problems because oper-
ators we spoke with about our classification study from
Section 5.2 wanted us to give them further information
about what was causing the multi-homed provider prob-
lems we saw. In addition to the measurements from the
first spoofing study, every RON node performed a tracer-
oute to each destination, which we used to find those
that terminated in the provider identified by Hubble as
the endpoint for a substantial number of triggered tracer-
outes. We considered cases in which at least 3 paths
from RON nodes terminated in the provider AS and de-
termined in which cases we could isolate all failures. The
bottom half of Table 2 gives the results. We determined
the direction of all failures in more than 4

5 of cases, and
we were surprised to discover that all the problems were
on the forward path. It seems that, in hundreds of in-
stances a day, destinations across the Internet are reach-
able only from certain locations because one of their
providers is not forwarding traffic to them.
What are the long term prospects for isolating the di-
rection of failures? The above studies were limited to
13 RON nodes receiving spoofed probes, with 6 of them
sending the probes. We have since developed the means
to receive spoofed probes from RON nodes at all Plan-
etLab sites, allowing us to isolate forward path failures
from the sites. Furthermore, PlanetLab support has dis-
cussed allowing spoofed probes from PlanetLab sites in
future versions of the kernel. We have received no com-
plaints about our probes, spoofed or otherwise, so they
do not appear to be annoying operators. A major router
vendor is talking to us about ways to provider better sup-
port for measurements.

The Internet’s lack of source address authentication
proved very useful in isolating the direction of failures.
A more secure Internet design might have allowed au-
thenticated non-source “reply-to” addresses. Even with-
out this and with some ISPs filtering spoofed traffic from
their end-users, we expect future versions of Hubble to
provide better isolation in two ways. First, we can re-
place spoofed probes with probes sent out from tracer-
oute servers hosted at ASes behind problems, similar

to [2]. Second, we plan to deploy a measurement plat-
form in various end-user applications which we expect
will give us much wider coverage than any current de-
ployment, allowing us to issue probes to Hubble vantage
points from end-hosts in prefixes experiencing problems.

5.4 Summary

We found the extent of reachability problems to be much
greater than we originally expected, with Hubble iden-
tifying reachability problems in around 10% of the pre-
fixes it was actively monitoring and some of the prob-
lems lasting over a day.

The majority of reachability problems observed by
Hubble fit into simple topological classes. Most of these
were cases of partial reachability, in which a tunneling
approach could utilize Hubble data to increase the num-
ber of vantage points able to reach the destination. Most
surprisingly, we discovered many cases in which an ori-
gin AS was unreachable through one of its providers but
not others, suggesting that multi-homing does not always
provide the resilience to failure that it should.

6 Related Work
Most related work can be classified into three categories:
passive monitoring at a global scale, active monitoring
on a limited scale, and intra-domain monitoring using
proprietary or specialized information and tools.

Passive BGP Monitoring: Numerous studies have mod-
eled and analyzed BGP behavior. For instance, Labovitz
et al. [18] found that Internet routers may take tens of
minutes to converge after a failure, and that end-to-end
disconnectivity accompanies this delayed convergence.
In fact, multi-homed failover averaged three minutes.
Mahajan et al. [21] showed that router misconfigurations
could be detected with BGP feeds. Caesar et al. [3] pro-
posed techniques to analyze routing changes and infer
why they happen. Feldman et al. [8] were able to cor-
relate updates across time, across vantage points, and
across prefixes; they can pinpoint the likely cause of a
BGP update to one or two ASes. Wang [33] examined
how the interactions between routing policies, iBGP, and
BGP timers lead to degraded end-to-end performance.
BGP beacons [22] benefited this work and other studies.
Together, these studies developed techniques to reverse-
engineer BGP behavior, visible through feeds, to identify
network anomalies. However, there are limits to such
passive monitoring approaches. Though it is possible to
infer reachability problems by passive monitoring [17],
often times the presence of a BGP path does not preclude
reachability problems and performance bottlenecks. Fur-
ther, BGP data is at a coarse, AS-level granularity, limit-
ing diagnosis.

Active Probing: Other studies used active probes to
discover reachability problems. Paxson was the first to
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demonstrate the frequent occurrence of reachability is-
sues [23]. Feamster et al. [6] correlated end-to-end per-
formance problems with routing updates. These and
other studies [1, 32, 5, 9] are designed for small deploy-
ments that probe only between pairs of nodes, allowing
detailed analysis but limited coverage. Pervasive probing
systems, such as iPlane [20] and DIMES [25], exist, but
have been designed to predict performance rather than
to detect and diagnose faults. Ours is the first study we
know of using spoofed packets to determine the direction
of path failures, but Govindan and Paxson used them in
a similar way to estimate the impact of router processing
on measurement tools [10].

Intradomain Troubleshooting: Shaikh and Green-
berg [24] proposed to monitor link state announcements
within an ISP to identify routing problems. Kompella et
al. also developed techniques to localize faults with ISP-
level monitoring [15] and used active probing within a
tier-1 ISP to detect black holes [14]. Wu et al. [34] used
novel data mining techniques to correlate performance
problems within an ISP to routing updates. Huang et
al. [13] correlated BGP data from an AS with known dis-
ruptions; many were detectable only by examining mul-
tiple BGP streams.

Our work focuses on a previously unexplored but im-
portant design point in the measurement infrastructure
space: fine-grained and continuous monitoring of the en-
tire Internet using active probes. It enables fine-grained
fault localization, modeling evolution of faults at the
level of routers, and comparative evaluation of various
resiliency enhancing solutions [1, 12]. Similar in spirit is
Teixeira and Rexford’s proposal [27], where they argue
for each AS to host servers, for distributed monitoring
and querying of current forwarding path state. Our work
provides less complete information, due to lack of net-
work support, but is easier to deploy. Most similar to
us is PlanetSeer, which passively monitors clients of the
CoDeeN CDN and launches active probes when it ob-
serves anomalies [35]. The focus of their analysis is dif-
ferent, providing complementary results. However, by
only monitoring clients, the system covers only 43% of
edge ASes and misses entirely any event that prevents
a client from connecting to CoDeeN. Furthermore, this
represented their aggregate coverage over 3 months, and
monitoring stopped if a client had not contacted CoDeeN
in 15 minutes, so some ASes may only have been moni-
tored for brief periods. Hubble, on the other hand, probes
prefixes in 92% of edge ASes every 2 minutes.

7 Conclusion
In this paper, we presented Hubble, a system that per-
forms continuous and fine-grained probing of the Inter-
net in order to identify and classify reachability problems
in real-time on a global scale. We found that monitoring

of popular BGP feeds alone does not suffice to discover
most problems. At the core of our approach is a hy-
brid monitoring scheme, combining passive BGP mon-
itoring with active probing of the Internet’s edge prefix
space. We estimate that this approach allows us to dis-
cover and monitor 85% of reachability problems, while
issuing only 5.5% of the measurement traffic required
by a pervasive approach with the same 15-minute gran-
ularity. In a three week study conducted with Hubble,
we identified persistent reachability problems affecting
more than 10,000 distinct prefixes, with one in five of
the events lasting over 10 hours. Furthermore, two-thirds
were cases of partial reachability in which a working
physical path demonstrably exists.

Besides identifying problems in real-time across the
Internet, we provided important early steps towards clas-
sifying problems to aid operators taking corrective ac-
tion. We identified several hundred prefixes that seem not
to be getting the protection that multi-homing is meant
to provide; they experienced partial connectivity events
where routes terminated in black holes at one provider,
but were successful through another. We evaluated a
prototype system that uses spoofed probes to solve the
difficult problem of differentiating between forward and
reverse path failures. In cases to which it fully applied, it
worked five times more often than previous techniques.
Applying this technique to the multi-homing cases, we
isolated the direction of failure for four-fifths of prob-
lems and found all to be failures on the forward path to
the prefix in question. We believe that in the future we
can build on this work to deliver to operators the infor-
mation they need to dramatically improve global reach-
ability, as well as apply our system to identifying and
diagnosing more general performance problems.
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