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Current Approach: The system administrator
needs to find out which hosts the compromised user
account has used. Have those hosts been compromised
as well? What applications did that user invoke? What
data files did this user account touch during the past
two weeks since the user revealed his password? The
admin must make sure the student/faculty’s sensitive
information and intellectual property was not leaked
from the network. In order to do this, the admin
checks a centralized server such as an Active Direc-
tory or Kerberos 5’s log file. Fortunately, the log file is
still there, and the admin can then manually search
and find all hosts that user has been trying to log into
via the ssh pluggable authentication modules (PAM).
The admin logs into each machine and makes sure
they are clean. However, the admin has no idea what
files have been read/modified or been sent out to
external hosts. The admin also does not know what
applications have been run by that user account
because the data is not available.

Figure 15: The HUA network graph reveals a high-
lighted user (jdoe) has logged on seven machines
via ssh and has used the application John the Rip-
per to crack password files on those machines.

ENAVis Approach: The admin simply generates
a network graph by selecting the HUA from the graph
menu. The admin highlights the problem user node
(jdoe) (as in Figure 15). It is straightforward to see
which hosts the user has touched during the time
frame and what applications the user used. The file
access information logged by Isof is not available to
other tools, neither in a centralized authentication
server nor in the normal end-host’s access logs.
Although we do not normally plot the Isof data, each
file accessed by that user is kept in the master data-
base. Therefore, a single query would reveal all files
that user ID has touched among all the hosts. In this
case, a visual graph is very helpful to see what hosts
and users that a compromised user account has con-
tacted and which applications it has attempted to

ENAVis: Enterprise Network Activities Visualization

launch. This helps expedite significantly such an
investigation should it occur.

Other Functionalities

There are a few other potential uses of the tool,
which we briefly cover here. For example, network
fault localization. By comparing and contrast the dif-
ference between a working set and a problem set of
network connectivity graphs, a system administrator
would be able to detect the possible causes of network
faults. Another example would be forensic auditing.
The detailed user activities recorded in database may
provide evidence when it is needed by some govern-
ment agency.

Data mining is another potential use of our tool
to detect possible anomalies in the network by invok-
ing data mining and machine learning algorithms built
into the tool (future work). The tool automatically col-
ors nodes (hosts, users, applications) based on the
clusters. Various classifiers kick in to evaluate the risk
scores of the network events. It then generates a report
that needs the attention or possible action by the man-
agement team.

ENAVis: The Visualization Tool

This section describes the implementation of
functions of each module in the viewer? and how they
can be used to explore the local context of monitored
networks. The visualization tool was implemented
using Java. The plotting functions utilized JFreeChart
[14] and the graph animation was build on top of
Prefuse [15], both are free open-source Java libraries.

Time Selection and System Message

As mentioned earlier, the tool should provide a
quick summary of the past history, a time window
defined by the user, and provide extensive reports on
statistics of the hosts, users, and applications. The
start and stop time of an investigation can either be
specified as the command line arguments or simply
selected from a GUI calendar object within the tool’s
interface. The tool then scans through the local disk to
check if it already has the data files for the specified
time range. If not, those files will be downloaded on
demand in the form of either XML or comma-sepa-
rated files at the user’s choice. The “Update” button
causes the tool to synchronize with the data file server.

Number of Connections Made By Users

The “Hosts” tab, shown in Figure 11, presents
an overview picture on the number of network con-
nections made by either enterprise users or the local
users. On the left pane, administrator can select a set
of predefined physical clusters (or all nodes in the net-
work) from a combo box (drop-down list), which in
turn propagates a complete list of monitored hosts
within the cluster, where the user can select each spe-
cific host to view.

2More information and code available at http://netscale.cse.
nd.edu/LockDown .
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After selecting which host, cluster, or all moni-
tored nodes, the user can further specify the time gran-
ularity of investigation by selecting one of the four
radio buttons on top, i.e., “past hour”, “past day”,
“past week™, or ““all”. Based on the selection, a line
chart is automatically refreshed to reflect the change.
The different colors of lines, as indicated in the legend
box at the bottom, indicates whether it is made by
enterprise users or the local users. The differentiation
of enterprise and local users is through querying the
LDAP servers. The query results are cached locally to
ensure any future lookup on the same UID will not hit
the LDAP server.

Host Configuration

Each host configuration information can be dis-
played by right-clicking the host name in the list, and
choose “configuration” from the pop-up menu. This
triggers a query against the database host information
table that return a complete list of a host’s system sta-
tuses collected by the agent. The information currently
stored for each host is: OS type and version, patch
level, up time, local user and group info, firewall (ipt-
able) rules, ethernet and network addresses for each
network interface, hardware (CPU/mem/disk) informa-
tion and versions of various system tools; as described
in the Data Collection part of the paper. This function-
ality gives a quick and handy way for the system ad-
ministrator to view each system status within the tool
without requiring logging into each machine separately.

Alternative Data View

While graphical visualization is great, the option
of being able to examine the raw data is always handy
just in case the investigator needs to. Therefore, a ta-
ble view is provided within the tool interface to dis-
play all raw connectivity records.

Users

Based on the various combination of hosts/clus-
ters and time frames selected in the “Hosts” tab, the
“Users” tab shows a vivid percentage summary as a
pie chart for the top » users that are making the largest
number of network connections. Figure 13 is one
screenshot. The bottom frame shows a summary of
user information: first/last name, netID, AFS home
directory, department affiliation and job title, which
are pulled from the enterprise LDAP server with the
similar cache scheme described earlier.

Applications

The investigation flow continues in “Apps” tab
(Figure 14), which shows a classification on the top
applications run by a specific user. The pie chart tells a
network administrator what is running on his network,
e.g., are they mainly web browsers, email clients,
printers, office software, or condor batch jobs, etc.?
Presumably, different users have different behaviors in
choosing personalized applications for network ac-
cesses. This is especially interesting for data mining
and anomaly detection.
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Figure 16: Popup provides detail-on-demand. In order
to facilitate ““please tell me more” function,
popup event is implemented to display node prop-
erties by querying the database.

Connectivity Graphs

The network graphs, a significant feature included
in the viewer, are supported by the open source Prefuse
[15] library. We perform the bipartite matching on the
nodes and transform the data into the GraphML format
[16]. A heterogenous graph view of the network con-
nectivity graph is presented earlier in Figure 4. On the
right pane is a control tool set that can adjust the anima-
tion of the nodes interacting with each other by setting
drag force, spring length, etc. The view can also zoom-
in/out and be dragged around.

The connectivity filter allows the viewer to dis-
play only the number of hops from the question node.
The hop count can be increased to give an extended
view of the connected components in a larger chaining
path. The node filter allows an investigator to select an
arbitrary node (host/domain, user, or application) in
the graph from a combo box rather than trying to
locate a node in the graph itself.

The interactive feature is introduced to each gen-
erated graph through right-clicking on nodes. The
menu is enable/disabled based on the context of the
node type. For example, for a host node shown in Fig-
ure 16, one can query the database on-demand by sim-
ply select an item in the popup menu.

Related Work

Broadly speaking, the network monitoring and
analysis can be categorized into two models. In the
first type, in-network devices record and collect data
using tools such as tcpdump or Cisco’s NetFlow [1]
profiling. The other type is end-host monitoring using
an agent mechanism. The end-host monitoring ap-
proach has the advantage of being able to see more
information than inline monitoring since it has full
visibility of the network activities occurring on each
host. We adopted the latter model for our data collec-
tion system.
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sFlow [17] uses agents on switches/routers to log
packets and send the logs to a central collector for
analyzing. However, the traffic monitoring is at the
packet level, thus missing the local context informa-
tion for each connection. Another network traffic data
visualizer is Multi Router Traffic Grapher (MRTG)
[18] that monitors router traffic in a graphical form
based on SNMP-enabled devices. There are also a few
other visual analyzers based around using NetFlow’s
data. ISIS [6] is a tool that visualizes temporal rela-
tionships among network flow data by using a time-
line and event plot. By plotting time in combinations
with IPs, ISIS trys to find correlations between events
to aid investigations regarding network intrusion. NVi-
sion]P and VisFlowConnect-IP [7] have also been
developed to visualize NetFlow data. As stated earlier,
the key weakness of NetFlow data is the missing user
and application information, which we posit is critical
for enterprise network management.

Visualization techniques have been applied to
view static data, such as distributed firewall rules to
detect potential conflicts or anomalies. PolicyVis [13]
is a visualization tool for inspecting firewall rules. It
helps detect policy anomalies by plotting IP addresses
and port numbers specified by the firewall rules in a
2D space and looking for overlap. We are in line with
one of their motivations that visual inspection can be
useful in understanding the otherwise complicated
relationships among this form of data. Instead of visu-
alizing policy rules, we visualize the dynamic data,
which is the actual network activities made by users’
applications. The visual analysis done on the empirical
data is a substantial and necessary supplement to the
static rules inspection as a proof of correctness to the
policy rules.

Beyond the analysis of network data, various
clean slate efforts have attempted to bring identity into
the network flow. Among the re-architecturing at-
tempts in the enterprise network, SANE [19] and
Ethane [20] take a drastic approach in that instead of
using a traditional layered approach, a single protec-
tion layer governs all connectivity within the enter-
prise. The enforcement of enterprise-wide security
policies is done at the link layer. User authentication
to a centralized server and switch-level source routes
are mandatory to access services and end hosts.
Within a SANE enterprise, IP address are not used for
identification, location, or routing.

Finally, out of the various related works, perhaps
the works closest to ours are those of [21] and [22]. In
[21], the authors propose capturing the inter-dependen-
cies among network components in ‘Leslie graphs,’
based on the original dependency work of Lamport. The
“black-box” approach relies on the correlation of
observed network traffic to infer system dependencies.
The agents in their system called AND perform tempo-
ral correlation of the packets sent and received by the
hosts; where the central server engine performs
Bayesian inference from the reports generated by the
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agents. While these works mainly focus on computing
the dependency graphs for fault localization (i.e.,
debugging the location of network failure or sluggish
performance), our system focuses on the lightweight
aspects of information gathering and how to visualize
not only connectivity but, the context of the connectiv-
ity itself. In short, while these tools help to locate
dependency-related performance problems at the host-
level in a theoretical sense, ENAVis provides a robust
platform for exploring and visualizing the connectivity
data for a much wider assortment of security and per-
formance-related issues.

Conclusion

It is desirable, yet difficult, to know exactly who
and what is running on an enterprise network. In cur-
rent network architecture, the identity of user and
application in network flows is inferred from a
packet’s content (i.c., IP addresses and port numbers)
rather than directly from the context (user processes)
that actually make those connections.

In this paper, we describe a network local context
data collection system and ENAVis, an Enterprise Net-
work Activities Visualization and analysis tool. In addi-
tion to the regular analysis functions provided similarly
by NetFlow and packet monitoring tools, ENAVis offers
interesting new features of visual analysis on the user’s
and application’s level. Connectivity graphs in combi-
nations of hosts, users and applications capture the
dynamic interactions among these essential components
in the network, and provide an interactive exploration
of the network connection log data. Future work is
planned to incorporate data mining techniques into the
tool to aid in automatic analysis of the data.
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