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Figure 7: Case Study 3 — Rule set reporting — Non-interference (objects).
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Figure 8a: Case study 3 — Rule set reporting — Simplicity (rules).

Figure 8b: Case study 3 — Rule set reporting — Simplicity (rules).
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non-interfering rules also increases. However, as
shown in Figure 6a, as the number of rules increases,
the number of non-interfering rules drops away from
the total number of rules.

More clearly, Figure 6b suggests that the number
of interfering rules is proportionate to, and increases
with, the total number of rules. There is also an inter-
esting hint that the number of non-interfering and
interfering rules may intersect, and that the number of
interfering rules will exceed, and eventually over-
whelm the number of non- interfering rules, for a suf-
ficiently large number of rules.

As Checkpoint uses shared object definitions for
all firewalls being managed by the same management
station, the number of non-interfering objects is heav-
ily dependent on the number of objects defined in that
management instance, as the loose plot below demon-
strates. It is clear, however, that interference between
objects is to be expected in all rule sets, and increases
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with the number of objects defined on a given com-
mon management instance.

Simplicity

If we consider Simplicity of rules strictly from
the standpoint of rules which could be triggered — that
is to say, any rule which is not completely eclipsed,
Figure 8a shows that the relationship between number

of rules, and number of potentially active rules is lin-
ear, and almost exact.

This is misleading, as Figure 8b shows; as the
number of rules increases, the number of completely
effective rules immediately drops away from the num-
ber of potentially active rules, showing that rules can
be expected to interact in unexpected ways. The data
obtained for object simplicity is inconclusive, and sug-
gests that our approach for examining objects in
Checkpoint configurations managed by a shared man-
agement instance needs to be revisited.
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Figure 9: Case Study 3 — Rule set reporting — Simplicity (Objects).
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Consistency

Here we look specifically at the case of interfer-
ing rules, where the action of the rule taking priority
differs from the action of the rule(s) being eclipsed.

Unsurprisingly, we see that the number of interfer-
ing rules with inconsistent actions increases as the size
of a rule set increases. We have not calculated the case
where a more specific rule is acted on first, and is com-
pletely overlapped by a less specific rule separately, but
other configuration analysis work suggests that this case
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Rule Effectiveness (%) R? Value (poly)
Ineffective Rules 0.6684
0-25 0.6367
25-50 0.9195
50-75 0.9429
75-100 0.9449
Partially Effective 0.9726
Completely Effective 0.9917

Table 2: Case Study 3 — Rule set reporting — Effec-
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Figure 11a: Case Study 3: Rule set reporting — Effectiveness.
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Effectiveness

As shown above, there is a direct correlation
between the number of rules, and the number of par-
tially effective rules. Less obviously, the variance in
rule effectiveness also increases as the rule set size
increases. While the overall R*> value for partially
effective rules is excellent, breaking the rule effective-
ness into ranges is suggestive. The lowest correlation
values are associated with the most ineffective rules,
suggesting that these rules may be easier to detect and
resolve.

Trends Over Time

The following data is drawn from an ongoing
firewall migration project which has been in progress
for nearly two years, and continues onward with an
extended period of overlapping operation for the old
and new firewalls.
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When the configuration was initially migrated
from the old firewall to the new firewall, a manual
cleanup of the rule set took place; currently most rule
set changes are expected to be implemented on both
the old and new firewalls.

Unsurprisingly, we see that both the old and new
rule sets show a steady increase in the number of rules
and locations defined over time

Similarly, we also see the number of partially
effective rules increasing over time, as the number of
rules in the rule set increases.

The number of partially effective rules in the
new firewall rule set is initially lower than the number
of partially effective rules in the old firewall rule set,
thanks to a manual clean up of the rule set, prior to
migration. It is abundantly clear, however, that the
effect of the rule set clean up was only temporary.
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Further, if we examine Figure 13D, it is clear that
the majority of rule changes which result in partially
effective rules are for rules in the 75-100% effective-
ness range.

Discoveries

Our findings in this work range from confirming
relatively obvious intuitions (such as simpler configu-
rations are better) to some more surprising results. Our
discoveries here summarize the case studies, as well as
additional experiences not described in this paper.

1. The number of rules in a rule set is highly cor-
related to the number of partially and com-
pletely effective rules. This suggests that our
intuition that larger rule sets are more complex
is likely to be correct.

. There is a high correlation between the number
of interfering rules, and the number of interfer-
ing rules with conflicting actions. While it is
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likely that some of these interfering rules have
been knowingly configured (e.g., a permit rule
for a host in a larger subnet which is denied), in
practice it appears that most interfering rules
are unintended.

. The majority of partially effective rules are
25-99% effective. Further, when a rule set un-
dergoes a manual clean up process, the number
of completely ineffective rules is typically re-
duced dramatically, while the number of par-
tially effective rules remains relatively un-
changed. This suggests that complex interfer-
ence patterns are more difficult for people to
detect and resolve.

. The effectiveness of a rule set decays visibly
over time. If a rule set is cleaned up, the effec-
tiveness immediately begins to decay again.

. Most firewall rule sets have some amount of
interference, but the amount of interference
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varies dramatically, and increases as number of
rules increases.

6. While effectiveness varies dramatically, in gen-
eral, more effective rule sets have less variance
in effectiveness, suggesting that less confusing
rule sets are easier to manage.

7. In general, in the absence of a major clean up
effort, the number of rules and objects used in a
given rule set always increases. Since the num-
ber of partially and completely effective rules
also increases as the number of rules increase,
this points to the management of firewall rule
sets as write-once, remove-never devices.

8. Even when a rule set is cleaned up, the number
of rules decreases, but the number of objects
remains constant or increases, suggesting that
object management is an ongoing challenge.

9. There is no clear relationship between the num-
ber of rules and number of locations.

Unfortunately, it appears that objects are a weak
source for information about the state of rule sets, at
least as we are currently measuring and examining
objects. It is likely that the use of shared objects by all
firewalls managed by a given Checkpoint manage-
ment instance is the cause of this issue, and we hope
to better address the role of objects as a means of mea-
suring firewall rule sets in the future.

Ultimately, our holy grail is to be able to corre-
late the above metrics with quantities dear to higher
level management such as cost, ‘ease of management’
etc. We need to measure these ‘manager-friendly’” met-
rics to see what configuration and network metrics
correlate with them — this is a part of our ongoing
efforts.

Usage
The tool and metrics we describe are extremely
useful for rule set comparison and clean up, as they

automate the process of finding conflicts, vastly re-
ducing the amount of time and effort required.

As well as being used for massive rule set reme-
diation projects, we suggest that an ideal usage would
be to include rule set analysis as a part of routine
change management, to identify unanticipated effects
from rule and objects additions and removals.

We also hope that our metrics work will serve as
a measure of health for firewalls — and can drive deci-
sions like “when should I clean up my rule set?”” or
“Is my outsourced firewall administrator doing their
job properly?”

Future Work

Going forward, we intend to improve our under-
standing of firewall management. Specific areas of
interest include:

® Analyzing configurations from a wider variety
of firewalls to discover commonalities and con-
sider additional metrics.
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¢ Tracking the effect of using the metrics we
have described to improve firewall manage-
ment over time.

® Correlating the metrics we have described to
the rate of change, number of incidents, and
time to resolve incidents in the environment.

® Correlating the metrics we have described to
cost.

Related Work

There has been a flurry of work on firewall anal-
ysis in recent years. The most relevant is the Firewall
Analyzer (FA) product from Algorithmic Security Inc
[ALG] that builds on previous research reported in
[MWZ] and [WOO]. FA analyzes a number of differ-
ent types of firewalls, reports common vulnerabilities
found in the rule set, and detects rules that are redun-
dant (i.e., are eclipsed by higher-priority rules). FA
does not check equivalence of rule sets.

The Solsoft Firewall Manager [SOL] converts
high-level specifications of allowed and prohibited
traffic into firewall rule sets. However, it does not ana-
lyze existing rule sets on a firewall to see if they com-
ply with the high-level specifications.

There are also a number of academic papers on
firewall analysis. The paper [AH1] recognizes different
types of conflicts that can occur between a pair of rules,
but does not address the more general problem of one
rule being eclipsed by a set of rules. The authors extend
their study to rules on multiple firewalls in a tree net-
work [AHBY], but the results are again limited to interac-
tions between pairs of rules. The paper [GLI] proposes a
simplistic way to design rule sets such that every packet
is associated with exactly one rule; the problem with this
approach is that one can design much more compact rule
sets if multiple rules (resolved by a priority mechanism)
can apply to any packet. The paper [EMU] investigates
efficient data structures to process basic firewall queries.

The paper [VPR] addresses problems of generat-
ing and analyzing rule sets for networks with multiple
firewalls and addresses the problem of checking equiv-
alence of rule sets. However, the paper relies on
exhaustive analysis of all possible packets, and it is
unclear whether the methods scale to large networks.
The paper [BRR] describes a tool to configure and
analyze rule sets for networks with multiple firewalls.
It employs efficient algorithms that scale for large net-
works, and while the techniques are relevant for
checking rule set equivalence, the paper does not ex-
plicitly address the equivalence problem.

The paper [MKE] proposes the use of binary
decision diagrams to analyze rule sets. These diagrams
allow you to query the firewall rule set but do not eas-
ily support the comparison of two rule sets.

Conclusions

Offline configuration analysis is a fast, light-
weight, and reliable way to identify the effectiveness
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of existing firewall configurations, improve maintain-
ability, hasten debugging, and assist with policy, audit
and compliance.
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Appendix 1

To briefly demonstrate the tool, consider the following first match firewall rule set, which contains several
eITOTS:

Action Service Source Destination
Permit SSH 10.0.0.0/8 10.0.0.0/8
Deny SSH 10.0.0.0/8 10.3.1.0/24
Permit  SSH,https  10.0.0.0/8  10.3.1.61/32
Deny ANY ANY ANY

The tool produces the following overall summary:

drop 2
accept 2
Effectiveness Histogram

0 1
010250 0
2540500 1
000750 1
7510 1000 0
1000 1

Mon MNetwork Rulesiunanalyzed) 0

5 Locations 1 unused.

From the Summary, we can then obtain more specific information about the rule set...

Firewall Analyzer

n Number of Higher Priority Overlaps Number of Lower Priarity Overlaps Eﬁeﬁ:::ess
1} Net-10.000 Net-1000.0 S5H accept 3 1m0
1 Net-10.0.0.0 Net-103.1.0 S5H drop . 2 oo
2 MNet-10.0.0.0 WS-10.3.1.61 ﬁgs accept 2 il £0.0
3 Any Any Any drop 3 no

Rules(Sorted by rule ID)
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.. and we can drill down for detail about the overlapping rules:

Firewall Analyzer

_ i

Rule 2 Overlap Information
[ ruec | suces | owsinaions | sevees | pcten | owe

S5H
2 Met-10.0.0.0 Ws-10.3.1.61 nttps accept

Higt

:

her Priority Overlaps

Net10000 = Neb10318 ~ SSH drop defails
0 Net10000  Neb10000  SSH accept  details
Lower Priority Overlaps
3 Any Any Any drop details

... and finally procure further details about the specific overlaps:

Firewall Analyzer

Rules 1 and 2

1 H

Net-10.0.0.0 Net-10.3.1.0 =S drop
SSH
2 Net-10.0.0.0 WS-10.3.1.61 hitps accept

Overlapping sources

I T

MNet-10.0.0.0 Met-10.0.0.0 10.0.0.0—10.25E. 255,255

Overlapping destinations

I T T

Net-10.3.1.0 W5-10.3.1.61 10.3.1.61—10.3.1.61
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