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Abstract
Distributed network intrusion detection has attracted
much attentionrecently. Our main focus in this work
is on zero-day, slow-scanningworms,of whichnoexist-
ing signaturesareavailable. We organizeendhostsinto
regionsbasedon network knowledge,which we posit is
positively correlatedto thedependency structure.Lever-
agingon this organization,we apply differentintrusion
detectiontechniqueswithin andacrossregions.Weusea
hiddenMarkov model(HMM) within aregionto capture
thedependency amonghosts,andusesequentialhypoth-
esistesting(SHT)globallyto takeadvantageof theinde-
pendencebetweenregions. We conductexperimentson
DETER,andpreliminaryresultsshow improvementon
detectioneffectivenessandreductionof communication
overhead.

1 Intr oduction

Traditionally, intrusiondetectionis carriedout at a cen-
tral point, usuallya gateway, as it is a naturalposition
to observe incomingandoutgoingtraf�c. This approach
doesnotscalewell, is proneto DoSattacks,anddepends
on non-localdetectionof anomalies,promptinga need
for new approachesto monitor andrespondto security
incidents. To that end,host-baseddistributed intrusion
detectionhasbeena promisingdirection. A key chal-
lengein sucha distributedintrusiondetectionsystemis
that end hostsneedto be organizedef�ciently and in-
trusiondetectiontechniquesappliedeffectively, so that
an intrusiondetectiondecisioncanbe madebeforethe
worm infects most of the hosts. Many currentmech-
anismsuse simple gossipingprotocolsor peer-to-peer
protocols[10, 6, 5] to aggregatelocaldeterminations.

Sincethebehaviorsof zero-daywormsarenot known
a priori, thebestlocationfor initial attentionis the local
hostitself, in thecontext of local behavior andapplica-
tions [6, 5]. However, at the local node,one losesthe

aggregationeffect of repeatedor simultaneouslow level
anomalies.In addition, it is dif�cult to make local de-
tectorsstrongbecausethey seeonly a small percentage
of the global traf�c. Thus one must aggregatethe re-
sultsof weaklocaldetectorsto getabroaderperspective.
Thiswork addressesthequestionof algorithmsfor effec-
tive aggregation.Improving local detectionis a separate
problemthatwedonotaddresshere.

New intrusiondetectiontechniquesareneededto deal
with differentdependency structuresamonghostsmore
effectively. We postulatean observablecausalrelation-
shipbetweenthesuccesslikelihoodof a particularintru-
sion attemptandnetwork proximity betweenendhosts.
This is basedon the observation that enterprisenet-
works are re�ected in topologicalneighborhoods,and
also likely to be supportingmany similarly con�gured
andmanagedmachines,thusrepeatingthe sameweak-
nessesacrossan enterprise.Thus,if onehost in an en-
terpriseis susceptiblein a certainway, it is morelikely
that its peersareaswell. In contrast,randomhostsfar
away from eachotherin thebroadInternetarelikely to
beindependentof eachother. Therefore,wecantakead-
vantageof differentdependency structuresbetweenhosts
with differentdetectiontechniques.In addition,worms
often scanconsecutive IP addresses,which causesan-
other kind of dependency. For example,CodeRed II
chosea randomIP addressfrom within the classB ad-
dressspaceof the infectedmachinewith probability 3

8 ;
with probability 1

2 it choserandomlyfrom its own class
A; with probability 1

8 it would choosea randomaddress
from thewholeInternet[16].

We believe thata gooddistributedintrusiondetection
systemshouldsatisfytwo key requirements:(1) ef�cient
host organizationbasedon network proximity and (2)
detectiontechniquesthat leveragethis hostorganization
and dependency structure. In this work, we proposea
dependency-basedhostorganizationandmessageprop-
agationprotocol.Endhostsareorganizedinto cooperat-
ing regionsbasedon their network proximity. Thendif-



ferentdetectiontechniquesareappliedatdifferentlevels.
We usea discrete-timeHiddenMarkov Model (HMM)
with unsupervisedlearningto estimateintrusionwithin a
region(thiscapturesthedependency) [13], andasequen-
tial hypothesistesting(SHT)globally to coordinate�nd-
ingsacrossregions(this capturestheindependence)[7].
We implementour mechanismon the DETER testbed
[1], andevaluatetheperformanceof our detectiontech-
niquesandthecommunicationoverhead.Preliminaryre-
sultsshow thatourmechanismcandetectintrusionfaster,
betterandcheaper.

As a �rst step, in this work we only evaluatetime-
homogeneous�rst order HMMs (where the transition
probabilitiesbetweenthedifferentstatesdonotvarywith
time),anduseasimplestaticorganizationbasedonboth
dependency andnetwork proximity. Non-homogeneous
higherorderHMMs, basedon an adaptive organization
utilizing variouskinds of network knowledge,will be
consideredin futurework.

2 RelatedWork

2.1 Intrusion detectiontechniques
Ourmainfocusis onzero-day, slow-scanningworms,as
in [16, 5,3]. Suchwormspropagatethemselvesslowly to
avoidattentioncausedbydramatictraf�c increase.There
arenosignaturesavailableasthey arecompletelynew.

Many intrusion detectiontechniqueshave beende-
veloped. Anything basedon prior knowledge,suchas
signature-basedapproaches[12, 14, 4], cannotbe used
againstzero-dayworms sincethereis no prior knowl-
edgeavailablein azero-dayintrusion.

Bayesiannetwork basedtechniquesare usedin [6]
to imbueendhostswith probabilisticgraphicalmodels.
With randommessagingto gossipstateamongthe lo-
cal detectors,they show that sucha systemis able to
boost the weak local detectorsto detectslowly propa-
gatingworms.

Sequentialhypothesistesting(SHT) was�rst adopted
to intrusiondetectionby Junget al. in [7]. Theoriginal
algorithmwascentralized,with detectionperformedat
thegateway. It wasdecentralizedin [5], wherehostsex-
changetheir information,andperformtheinferenceindi-
vidually in parallel.We identify two issueswith this ap-
proach.First, it assumesindependenceamongintrusion
attemptsand,second,it cannotdealwith thecasewhena
worm interleavesthe intrusiontraf�c with non-intrusion
traf�c. In ourwork, weassumedependenceamonghosts
within a region, andassumeindependencebetweenre-
gions. To addressthis dependence/independence,we
usea HiddenMarkov Model (HMM) to detectintrusion
within a region andSHT globally betweenregions.The
HMM allowsusto incorporateour dependency assump-

tion into theregionalaggregations,andSHT dependson
ourassumptionof independencebetweenregions.

Machinelearninghasbeenappliedto intrusiondetec-
tion in variousaspects.For example,Agostaet al. de-
signedanadaptive mechanismthatadjuststhethreshold
of anomalybasedon traf�c [3]. This doesnot seemto
handlealternatingtraf�c either. Our useof the HMM
approachallows usto handlesuchinterleaving, because
it learnsboth transitionandemissionprobabilitiesfrom
observations,sinceneitheris known apriori.

2.2 Communication protocols

In a centralizedintrusiondetectionsystemsuchas [7],
all theinformationis collectedandprocessedatacentral
point. In a collaborative intrusiondetectionsystem,end
hostsneedto communicatewith eachotherto pool their
informationtogether.

Variouscommunicationprotocolshave beenapplied
to distributed intrusion detectionsystems.One is cen-
tralizedwhereall local detectorsreport intrusion infor-
mationto aglobaldetector. A recentinnovationis to use
gossipingprotocolsbetweenlocal detectorsor multiple
globaldetectors[5, 6].

In [5], decision making is completely distributed.
Hostsexchangeobservationsusingan epidemicspread
protocolwithout any organizingstructure. Whena po-
tential intrusion is detectedby an endhost, it forwards
analertto mrandomlyselectedneighbors,andtheneach
neighborforwardsthe alert to its m neighborstogether
with its own observations,andso on. Eachhostcom-
putesthe possibility of intrusionusingall the informa-
tion it hasreceived. This continuesunlessa decisionis
madeby a host. Usuallym equals1 or 2 for scalability
reasons.Eachhostcomputesthepossibilityof intrusion
usingall the alertsit hasreceived plus its own conclu-
sion. If a hostbelievesthat thereis an intrusion,it will
broadcastits decisionto all hosts.In contrast,[6] usesa
setof globaldetectorswith a gossipingprotocol.

To the bestof our knowledge,previoussystemshave
not consideredhost organizationto achieve more ef-
fective detectionand ef�cient communication. There-
fore, the communicationcan be inef�cient. More im-
portantly, intrusiondetectiontechniquesoftenassumein-
dependencein the intrusionattemptsamongstall hosts.
This is unlikely to betruewhennearbyhostsarescanned
by a worm. In our method,we make useof thenetwork
topologyanddependency informationto organizea re-
gion, andconsiderthe dependency amonghostswithin
eachregion. In this sense,our methodcanbe seenasa
hybrid betweena centralizedanda distributedintrusion
detectionsystem.



3 Host Organization

To build aneffective intrusiondetectionsystem,we pro-
posea host organizationbasedon the conceptof re-
gions, and discussthe communicationmechanismbe-
tweenhosts[15, 8]. Thenwe customizethe hostorga-
nizationin theintrusiondetectionscenario.

3.1 Regions

We organizehostsinto a two-level hierarchy, usingthe
knowledgefrom thenetworks. First, hostsareclustered
into regionsbasedoncertaincriteria.We list threekinds
of criteria here: network proximity, including network
properties,such as network topology, geographicdis-
tance,latency [8]; localhostproperties,suchasoperating
systemtypesandrunningservices;policy constraintsand
boundaries,suchas enterprisenetworks. Within each
region, hostselecta regional leaderusinga distributed
leaderelectionalgorithmperiodically.

Second,the leadersorganizethemselvesinto a com-
municationstructure.If thenumberof leadersis small,
the leadersform a completegraph;otherwiseotheror-
ganizationssuchas multiple disjoint treescan be used
[9]. Figure1 demonstratesa region-basedorganization.
It consistsof threeregions.Nodescloseto eachotherare
clusteredinto thesameregion. Theshadednodesarethe
leaderselectedin eachregion.

Correspondingto theregion-basedstructure,we have
threekindsof detectors:local detectors,regionaldetec-
tors,andglobaldetectors.Onelocal detectorresideson
eachhost,regionaldetectorsresideon theregionallead-
ers,andglobaldetectorsmayresideon any hosts.There
may be oneor moreglobal detectors,dependingon the
requirementonrobustnessandthecommunicationstruc-
ture.
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Figure1: A region-basedorganizationexample.

3.2 Communication
Localdetectorsonlycommunicatewith theirregionalde-
tector. Whena local detectordetectsa potentialintru-
sionattempt,it sendsanalert to its regionaldetectordi-
rectly. The regional detectorcollectsalerts from local
hosts,runsits regionaldetectionalgorithm,andthenre-
portsto theglobaldetectors.Globaldetectorswait for re-
portsfrom multipleregionaldetectors,andruntheglobal
detectionalgorithm.

Dependingon the tradeoff betweenrobustnessand
overhead,theremay be differentcommunicationstruc-
tures betweenregional detectorsand global detectors.
For example,we can deploy only one global detector,
andall theregionaldetectorsreportto it. Thiscentralized
methodhaslow communicationoverhead,but theglobal
detectormay becomethe targetof DoSattacks.As an-
otherextremeexample,we canhave oneglobaldetector
oneachregionalleader, togetherwith theregionaldetec-
tor. And eachregionaldetectormulticastsits reportto all
theglobaldetectors.Therefore,eachregion (throughits
globaldetector)hasa globalview of theintrusionsitua-
tion. Wheneveraglobaldetectorhasenoughinformation
to makea decision,it announcesits decisionto theother
globaldetectorsandall theregionaldetectors.We could
alsohavechosenanintermediatepositionin which there
wasmorethanoneglobal detector, but not asmany as
oneperregion.

4 Intrusion detectors

As mentionedabove, thereare threekinds of detectors
in our system: local detectors,regional detectors,and
global detectors.Eachkind of detectorrunsthe appro-
priatealgorithm,asdescribedin this section.

4.1 Local detector
A localdetectorresidesoneachendhost.Theseareweak
in their capabilityof detectingintrusions,andasstated
earlierthedesignof localdetectorsis aseparateproblem
thatwe do not addresshere. Thedetectioncriteriamay
vary, dependingon eachhost. For concreteness,we use
the following simple local detectorin our experiments:
when an end host receives a packet at an un-serviced
port, the correspondinglocal detectortriggersan alert
to its regional detector;otherwise,it sendsa cleansig-
nal. Therearetwo thingsto note. First, thereareboth
falsepositivesandfalsenegativesin thesignalsthelocal
detectorsends.Second,thereis a tradeoff betweentime-
linessanddetectionoverhead.If theendhostsendsone
signaluponreceiving everypacket,theoverheadmaybe
too high. If the endhostbatchessignals,this causesa
delayin thedetection.As alertsaremoreimportantthan
cleansignals,we can sendout alerts immediately, but



batchcleansignals.

4.2 Regionaldetector
Regional detectorsdiagnosepotential intrusionsat the
neighborhoodlevel, usingdiscrete-timeHiddenMarkov
Models(HMMs) to detectintrusionfor eachregion. We
chooseto useHMMs insteadof SHTs,because,asdis-
cussedabove,webelievethattheprobabilityof effective
intrusionbetweencloseneighborscanbe dependenton
thatproximity, andHMMs allow us to re�ect that. The
secondadvantageof theHMM approachis theability to
capturea notion of time andthereforemultiple connec-
tion attemptsto thesamehost.In contrast,SHT systems
areparticularlyeasyto game:the worm canmake sure
that the �rst connectionattemptto any hostis alwaysto
a servicingport. This is becauseSHT systemscanonly
handlethe �rst connectionattemptto any host, lest the
independenceassumptionbreaksdown.

Figure2 demonstratesan HMM for a region. It has
four states:00, 01, 10, 11, representinga valuepair of
(infected?,suspicious?). The�rst bit representswhether
thereis a worm in the region, andthesecondbit repre-
sentswhetherthereis somehostwhosebehavior is sus-
picious. This capturestheadaptivity of theworm in the
sensethataninfectedhostcandecideto lay dormantfor
thetime beingto avoid detection(similarly, a cleanhost
might accidentallybehave suspiciously). Higher order
modelscan be usedto capturemore of the adaptivity.
In general,themodelparametersareunknown andhave
to beestimated.Eachregionaldetectorusesthereports
(alertor clean)from localhoststo Baum-Welchtrain the
modelandto generatethe Viterbi pathof hiddenstates
[13]. This Viterbi pathgivesthemostlikely sequenceof
hiddenstatesthatcouldhave generatedtheobservedse-
quenceof triggeringof thelocaldetectors,underthecur-
rent estimatedparameters.Note that the HMM models
thecurrentincomingtraf�c pattern,soit doesnotmatter
whethertheregion is underoneworm attackor simulta-
neousworm attacks.

4.3 Global detector
The global detectorusessequentialhypothesistesting
(SHT) to determinewhetherthereis an intrusionat the
global level, becausewe believe that undera good or-
ganization,differentregionscanbeassumedto beinde-
pendentof eachother in termsof intrusionconditions.
Therefore,we useSHT with the independenceassump-
tion, andalwaysusethe newest information from each
region as input to the SHT. The following equationof
L( �Y ) de�nes the likelihood ratio from the observation
vector �Y = f Y1, Y2, ..., Yn g, given two hypothesesH0

(“no intrusion”) andH1 (“intrusion”), respectively. Yi

indicateswhetherthe regional detectorat region i be-
lieves there is an intrusion (1) or not (0). Note that
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Figure2: Initial HiddenMarkov Model at regional de-
tectors.00 meanstheregion is cleanandits behavior is
not suspicious,01meanscleanbut suspicious,10means
infectedbut notsuspicious,11meansinfectedandsuspi-
cious.

P [Yi = 0jH1] is the probability of falsenegative, and
P [Yi = 1jH0] is thatof falsepositive.

L( �Y ) =
P [ �Y jH1]
P [ �Y jH0]

=
P [Y1jH1] � P [Y2 jH1] � � � P [Yn jH1]
P [Y1jH0] � P [Y2 jH0] � � � P [Yn jH0]

Then L( �Y ) is comparedwith the lower and upper
thresholds.Thethresholds,T0 andT1, arecalculatedby
two parameters:desireddetectionrate,DD, anddesired
falsealarmrate,DF , asfollows:

T0 =
1 � DD

1 � DF
, T1 =

DD

DF

If L( �Y ) is lessthanT0, then the global detectorac-
ceptshypothesisH0; if L( �Y ) is greaterthanT1, thenH1

is accepted;otherwise,i.e.,L( �Y ) is betweenT0 andT1,
no conclusionis made. For the detailsof SHT, please
referto [17].

5 Experiments on DETER

In this sectionwe presentour experimentson DETER.
We chooseto do our experimentson DETER instead
of simulation,as the former is more realistic and may
provide more insights. Our evaluationconsistsof two
parts.The�rst is theeffectivenessof our on-linedetec-
tion mechanism,in which we evaluatethe performance
of bothregionalHMM (rHMM) andglobalSHT(gSHT).
The secondis the ef�ciency of region-basedhostorga-
nization, in which we measurethe detectionspeedand
communicationoverhead.



5.1 Experiment Setup
Ourexperimentsrunon88nodesonDETER.Nodesare
clusteredinto 8 regions, 11 nodeseach,and the links
betweenregionsareslower than thosewithin a region.
WormsareemulatedusingWormSim[11], andwe im-
plementa specialworm that scanssequentiallywithin
a region andrandomlychoosesthe next region to scan,
thus creatingdependency with a region and indepen-
dencebetweenregions. Normal (clean)traf�c is gener-
atedoneachnodeataconstantrate.Therearebothfalse
positivesandfalsenegatives.Thatis, normaltraf�c may
bemistakenasintrusionattempts,andintrusionattempts
may be viewed as clean. Nodesare divided into two
categories: vulnerableandnon-vulnerable.Vulnerable
nodeswill beinfectedwhenanintrusionattemptarrives,
andthenthewormwill propagatefrom theinfectedhost.
Non-vulnerablenodeswill issueanalertwhenreceiving
an intrusionattempt. WormSimandlocal detectorsrun
on all the nodesexcept the regional leadernodes. Re-
gionaldetectorsrunon theregionalleaders,onefor each
region. rHMM is implementedusingtheGeneralHidden
Markov Model library (GHMM) [2]. In this experiment,
thereis only oneglobaldetector.

5.2 Intrusion detectionperformance
In this experiment,we evaluatethe performanceof our
system. The regional detectorsrun rHMM, and the
global detectorruns gSHT over all regions. Table 1
lists the parametersusedin rHMM and gSHT. As we
describedin Section4.2, a regional detectortrains the
modelandinfersa Viterbi path. GiventheViterbi path,
thereis still a questionof how to determinewhetherthe
region is underintrusionor not. In this work, we usea
simpleempiricalalgorithm:if thelatestsix statescontain
threeconsecutiveintrusionstates(11or 10), thenthereis
anintrusion.Recallthat11meansthattherHMM thinks
that (somenodesof) this region is infectedand suspi-
ciousactivity is detected,and10 meansthat this region
is infectedandcurrentlyexhibiting normalbehavior.

Figure 3 shows the intrusion detectionof a region
using rHMM. The experimentis divided into alternate
cleanperiods(blankareasin Figure3) andinfectionpe-
riods(grayareas).0 meanscleanand1 meansinfected.
The solid line (TRUE in the �gure) shows the true in-
trusionstatus(i.e., no falsepositivesor falsenegatives).
Thedashedline (rHMM) showsthedetectionresultof an
rHMM usingthereportsfrom local detectors.Notethat
the time axis is not linear dueto dataaggregation. We
canseethat at the beginningof the experiment,rHMM
makesa few mistakesdueto the falsepositivesandthe
relatively untrainedmodel.However, it learnsto correct
theerrorsverysoon.Althoughtherearesomenoticeable
lags,overall, rHMM' s performanceis very closeto the
modeltrainedusingthe true statesequence,despitethe

falsepositivesandfalsenegatives. We stressagainthat
thetrainingof therHMM is unsupervised.

Dueto the largenumberof datapoints,Figure3 only
shows aggregateresults.To look at how well anrHMM
works in detail, we comparea sequenceof true states
with thepredictedsequenceof statesfrom anrHMM in
Figure4, which is between265and433secondsin Fig-
ure3. Localdetectorsreportanalert(1) or acleansignal
(0) to theregionaldetector, whichmaybeafalsepositive
or a falsenegative. Correspondingto that, thesolid line
showsthetruestatesequence.Its stateslabeled0,1,6,7,8
representsthat a hostreceivesthe following packetsre-
spectively: a cleansignal,analertcausedby falseposi-
tives,acleansignalcausedby falsenegatives,atruealert,
a falsenegative from a vulnerablehostwho cannottell
intrusion. Thedashedline shows thetransitionof states
observed by the rHMM. The statesf 0, 1, 2, 3g corre-
spondto thefour statesf 00,01,10,11g in Figure2. We
canseethatat thebeginningtherearetwo smallspikes,
andrHMM considersit cleanbut suspicious.Whenin-
trusionreally happensat 325seconds,thetruesequence
jumpsto state8 andthen7; theinferredViterbi path�rst
jumps to 1, thinking that it might be just a cleanhost
thataccidentallyactedsuspicious.As morealertsarere-
ceived,it realizesthattheregion is underattack,andthe
stateoscillatesbetweenstates2 and3. This in particular
meansthatwhentherHMM thinkstheregionis underat-
tack,but normalpacketsarereceived,therHMM thinks
thatthewormis layingdormant,asopposedto theregion
beingclean.After that, it remainsbetween2 and3 dur-
ing the infectionperiod,andis not affectedby the false
negativesandnormaltraf�c. Figure5 demonstratesthe
new rHMM modelaftertheexperiment.

Figure 6 demonstratesthe detectionperformanceof
theglobaldetectorusingSequentialHypothesisTesting

RegionalHiddenMarkov Model (rHMM)
Noiselevel 0.03
Initial transitionmatrix seeFigure2
Initial stateprobability f 0.7,0.1,0.1,0.1g

GlobalSequentialHypothesisTesting(gSHT)
Falsepositive 0.10
Falsenegative 0.01
Desirefalsealarmrate 0.02
Desiredetectionrate 0.98

Experimentsettings
Numberof regions 8
Numberof nodesperregion 11
Vulnerablenodes 25%
Worm propagationrate 1 scan/second
Normaltraf�c rate 1 message/second

Table1: TherHMM andgSHTexperimentparameters.
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Figure5: A trainedhiddenMarkov modelat a regional
detector.

(gSHT): the solid line is the resultusingthe true states
andthe dashedline is that usingrHMM outputs. Since
they arequiteclose,thisshowsthatasfarasthegSHTis
concerned,therHMM outputsarealmostasgoodasthe
truth, lagginga little bit behind.

Comparedwith Figure 3, gSHT doesnot have the
falsepositivesat thebeginningandnear1445secondsin

rHMM. This is becausethat theglobaldetectorcollects
informationfrom multipleregions,andtheindependence
of regionshelpseliminatethefalsepositives.

5.3 Region-basedhostorganization
To evaluatethe ef�ciency of region-basedhost organi-
zation, we compareour methodwith a gossipingpro-
tocol in threeaspects:detectionspeed,communication
overhead,andcost. Detectionspeedmeasureshow fast
hostsmake a decisionon intrusiondetection. Commu-
nicationoverheadrefersto thenumberof messagesthat
hostspropagateto reacha decision.Costis thenumber
of nodesinfectedby thetimeof detection.

Onesetof the experimentresultsis shown below in
Figure7. Gossiprefersto thegossipingprotocolin [5],
where hostsexchangeobservationsusing an epidemic
spreadprotocolwithout any organizingstructure,asde-
scribedin Section2.2. The gossipingrate is 2. Region
refersto our region-basedprotocol.We canseethatRe-
gion outperformsGossipin all the threemetrics. Re-
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Figure6: Globalsequentialhypothesistestingperformance.gt is gSHT'sdecisionbasedon rHMM outputs,andgv is
gSHT'sdecisionbasedon thetruestatesfrom eachregion. Grayareasrepresentactualinfectionperiods.

gion is fasterin detectiontime,becausealertsareaggre-
gatedwithin eachregion �rst beforebeingprocessedat
theglobaldetector, while in Gossipmessagesmaycross
slow links many timesbetweenhostsbeforereachinga
decision.Similarly, thenumberof infectednodesis also
smallerin Region thanin Gossip. Finally, thenumberof
messagestransmittedin Region is signi�cantly smaller
thanthat in Gossip. The reasonfor this is becausethat
the numberof messagesincreasesalmostexponentially
amonghostsin Gossip, while in Region messagesfrom
endhostsareonly sentto theregionaldetector, andthen
processedat theglobaldetectorafteraggregation.
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Figure 7: Detectionspeedand overheadcomparison.
Notethatthemessagesdonotincludethosefor maintain-
ing thecooperationamonghostsin their methodGossip
or messagesfor trainingtherHMMs in our method.The
numberof messagesis in unitsof 10.

6 Discussions

6.1 Robustnessand �exibility

Our methodis semi-centralized,andcanbe mademore
robustto DoSattacksin two ways.First, insteadof hav-
ing only oneglobaldetector, multiple widely distributed
regionaldetectorscanexchangeinformationso that ev-
eryonehasanapproximateglobalview andmakethede-
cision, thusreducingthe vulnerability. Second,leaders

(regional detectors)areperiodically re-electeddistribu-
tively, so it is hard for attackers to predict the leaders
whenattackshappen.

Therearetwo kindsof dependency to berecognized.
One is the dependency betweenend hosts,causedby
their proximity, similarity of hardware,software,man-
agement,andpolicy boundaries,etc. Therefore,we as-
sumethat network proximity is positively correlatedto
the dependency structure. The other is the dependency
causedby worm scan:for instance,wormsmayscanan
IP block eachtime, or intentionally scanhostsdistant
from eachother. To dealwith this,ourapproachprovides
for the �e xibility to re-organizeregionsby considering
bothkindsof dependency.

6.2 DETER testbed

Ourexperiencewith DETERtestbedshowsthatDETER
providesavaluableinfrastructurefor security-relatedex-
periments. We suggestseveral possibleimprovements
here.First, it would bevery helpful if DETERincorpo-
ratedmoresecurity-relatedfacilities,suchastraf�c gen-
eratorbasedon real traces,worm simulators,etc. This
would greatly simplify the designof experimentsand
provide the basisfor comparisonof resultsamongre-
searchers.Second,NS extensioncommandsareimpor-
tantto experimentautomation.Wehopemorecommands
canbe provided in the future. Third, the swap-in pro-
cesscan take a long time when experimentsscaleup.
A way to automaticallykill the preloadedexperimental
programsandreloadeverythingwithout swap-in or re-
bootingwould signi�cantly reducethewaiting time and
speedup theexperimentprocess.

7 Conclusionsand Future Work

In this work, we designa dependency-basedhostorga-
nizationfor collaborative intrusiondetection.Hostsare
clusteredinto regionsbasedon network proximity and
dependency, andcommunicationamongthembecomes
moreef�cient. To capturethedependency, we applydif-
ferentintrusiondetectiontechniqueswithin regionsand



acrossregions. At the regional level, we usea hidden
Markov model;at thegloballevel, weusesequentialhy-
pothesistesting.

Our experimentson the DETER testbedsuggestthat
dependency-basedhostorganizationcanimprove intru-
sion detectionby providing valuablenetwork-layerand
application-layerknowledgeto intrusiondetectionsys-
tems. In the future we will follow up with a seriesof
furtherexperiments:

1. UseHMMs acrossdifferentregions,to con�rm that
acrossdifferentregions,thereis essentiallyno loss
of effectivenessif weassumeindependence.Worms
with differentscanningfeatureswill betested.

2. Use more general HMMs, speci�cally a non-
homogeneoushigher order HMM, basedon an
adaptive organizationutilizing different network
knowledge. If a strongglobal clock is available,
thencontinuoustimeHMMs canbeusedtoo.

3. Enhancethe reportingschemeto recordthe signa-
tureof a worm. Thiswill providetwo improvedca-
pabilities.The�rst is to signi�cantly reducetheim-
pactof falsepositives.Thesecondis to improvethe
reportingof a worm, by allowing for reportingof a
particularworm signature,thusenablingthedisen-
tanglementof simultaneousworm intrusions.
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