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Abstract

Distributed network intrusion detection has attracted
much attentionrecently Our main focusin this work
is on zero-dayslow-scanningvorms,of which no exist-
ing signaturesare available. We organizeendhostsinto
regionsbasedon network knowledge,which we positis
positively correlatedo thedependengstructure Lever
agingon this organizationwe apply differentintrusion
detectiortechniquesvithin andacrosgegions.We usea
hiddenMarkov model(HMM) within aregionto capture
thedependengamonghosts,andusesequentiahypoth-
esistesting(SHT) globally to take advantageof theinde-
pendencdetweerregions. We conductexperimentson
DETER, and preliminaryresultsshav improvementon
detectioneffectivenessaandreductionof communication
overhead.

1 Intr oduction

Traditionally, intrusiondetectionis carriedout at a cen-
tral point, usually a gatavay, asit is a naturalposition
to obseneincomingandoutgoingtraf c. Thisapproach
doesnotscalewell, is proneto DoSattacksanddepends
on non-localdetectionof anomaliespromptinga need
for new approache$o monitor andrespondto security
incidents. To that end, host-basedlistributed intrusion
detectionhasbeena promisingdirection. A key chal-
lengein sucha distributedintrusiondetectionsystemis
that end hostsneedto be organizedef ciently andin-
trusion detectiontechniquesappliedeffectively, so that
an intrusion detectiondecisioncan be madebeforethe
worm infects most of the hosts. Many currentmech-
anismsuse simple gossipingprotocolsor peerto-peer
protocols[10, 6, 5] to aggreyatelocal determinations.
Sincethebehaiors of zero-daywormsarenotknown
apriori, the bestlocationfor initial attentionis the local
hostitself, in the context of local behaior andapplica-
tions [6, 5]. However, at the local node,onelosesthe

aggreyationeffect of repeatedr simultaneousow level
anomalies.In addition, it is dif cult to make local de-
tectorsstrongbecausehey seeonly a small percentage
of the globaltrafc. Thus one mustaggreatethe re-
sultsof weaklocal detectorgo getabroadeiperspectie.
Thiswork addressethequestiorof algorithmsfor effec-
tive aggreyation. Improving local detectionis a separate
problemthatwe do notaddresdere.

New intrusiondetectiontechniquesreneededo deal
with differentdependeng structuresamonghostsmore
effectively. We postulatean obsenable causalrelation-
shipbetweerthe succesdik elihoodof a particularintru-
sion attemptand network proximity betweenendhosts.
This is basedon the obsenation that enterprisenet-
works are re ected in topological neighborhoodsand
alsolikely to be supportingmary similarly con gured
and managedmachinesthusrepeatingthe sameweak-
nessescrossan enterprise.Thus,if onehostin anen-
terpriseis susceptiblén a certainway, it is morelikely
thatits peersareaswell. In contrastrandomhostsfar
away from eachotherin the broadinternetarelikely to
beindependentf eachother Thereforewe cantake ad-
vantageof differentdependengstructuredetweerhosts
with differentdetectiontechniques.Iln addition,worms
often scanconsecutre IP addressesywhich causesan-
otherkind of dependeng For example, Code Red I
chosea randomlIP addressrom within the classB ad-
dressspaceof the infectedmachinewith probability %;
with probability% it choserandomlyfrom its own class
A; with probability% it would choosea randomaddress
from thewholeInternet[16].

We believe thata gooddistributedintrusiondetection
systenmshouldsatisfytwo key requirements(1) ef cient
host organizationbasedon network proximity and (2)
detectiontechniqueghatleveragethis hostorganization
and dependeng structure. In this work, we proposea
dependeng-basedhostorganizationand messaggrop-
agationprotocol. Endhostsareorganizednto cooperat-
ing regionsbasedon their network proximity. Thendif-



ferentdetectiortechniquesireappliedatdifferentlevels.
We usea discrete-timeHidden Markov Model (HMM)
with unsupervisetearningto estimatentrusionwithin a
region (this captureshedependeny) [13], andasequen-
tial hypothesigesting(SHT) globally to coordinatend-
ings acrosgegions(this capturegheindependencey].
We implementour mechanismon the DETER testbed
[1], andevaluatethe performanceof our detectiontech-
niguesandthecommunicatioroverheadPreliminaryre-
sultsshawv thatourmechanisncandetectintrusionfaster
betterandcheaper

As a rst step,in this work we only evaluatetime-
homogeneousrst order HMMs (where the transition
probabilitiesbetweerthedifferentstatesionotvarywith
time), andusea simplestaticorganizatiorbasecbn both
dependeng and network proximity. Non-homogeneous
higherorderHMMSs, basedon an adaptve organization
utilizing variouskinds of network knowledge, will be
consideredn futurework.

2 RelatedWork

2.1 Intrusion detectiontechniques

Our mainfocusis on zero-dayslow-scanningvorms,as
in[16, 5, 3]. Suchwormspropagatéhemselesslowly to
avoid attentioncausedy dramatidraf ¢ increaseThere
areno signatureswvailableasthey arecompletelynew.

Many intrusion detectiontechniqueshave beende-
veloped. Anything basedon prior knowledge,suchas
signature-basedpproache$l2, 14, 4], cannotbe used
againstzero-dayworms sincethereis no prior knowl-
edgeavailablein azero-dayintrusion.

Bayesiannetwork basedtechniquesare usedin [6]
to imbue endhostswith probabilisticgraphicalmodels.
With randommessagingo gossipstateamongthe lo-
cal detectorsthey showv that sucha systemis able to
boostthe weak local detectorsto detectslowly propa-
gatingworms.

Sequentiahypothesigesting(SHT) was rst adopted
to intrusiondetectionby Jungetal. in [7]. Theoriginal
algorithmwas centralized with detectionperformedat
thegatevay. It wasdecentralizedn [5], wherehostsex-
changeheirinformation,andperformtheinferencandi-
vidually in parallel. We identify two issueswith this ap-
proach.First, it assumeidependencamongintrusion
attemptsand,secondit cannotdealwith thecasewhena
worm interlearestheintrusiontraf ¢ with non-intrusion
traf c. In ourwork, we assumalependencamonghosts
within a region, and assuméandependencéetweenre-
gions. To addressthis dependence/independencee
usea HiddenMarkov Model (HMM) to detectintrusion
within aregionandSHT globally betweerregions. The
HMM allows usto incorporateour dependengassump-

tion into theregionalaggregations andSHT depend®n
ourassumptiorof independencbetweerregions.

Machinelearninghasbeenappliedto intrusiondetec-
tion in variousaspects.For example,Agostaet al. de-
signedanadaptive mechanisnthatadjuststhe threshold
of anomalybasedon traf ¢ [3]. This doesnot seemto
handlealternatingtrafc either Our useof the HMM
approachallows usto handlesuchinterleaving, because
it learnsboth transitionand emissionprobabilitiesfrom
obsenations,sinceneitheris known a priori.

2.2 Communication protocols

In a centralizedintrusion detectionsystemsuchas[7],

all theinformationis collectedandprocesseata central
point. In a collaboratye intrusiondetectionsystem.end
hostsneedto communicatevith eachotherto pool their
informationtogether

Variouscommunicationprotocolshave beenapplied
to distributedintrusion detectionsystems. Oneis cen-
tralizedwhereall local detectorsreportintrusioninfor-
mationto aglobaldetector A recentinnovationis to use
gossipingprotocolsbetweenlocal detectorsor multiple
globaldetectorg5, 6].

In [5], decision making is completely distributed.
Hostsexchangeobsenationsusing an epidemicspread
protocolwithout any organizingstructure. Whena po-
tential intrusionis detectecby an end host, it forwards
analertto mrandomlyselectedeighborsandtheneach
neighborforwardsthe alertto its m neighborstogether
with its own obsenations,and so on. Eachhostcom-
putesthe possibility of intrusionusing all the informa-
tion it hasreceved. This continuesunlessa decisionis
madeby a host. Usuallym equalsl or 2 for scalability
reasonsEachhostcomputedhe possibility of intrusion
usingall the alertsit hasreceved plus its own conclu-
sion. If a hostbelievesthatthereis anintrusion,it will
broadcasits decisionto all hosts.In contrast[6] usesa
setof globaldetectorswith a gossipingprotocol.

To the bestof our knowledge,previous systemshave
not consideredhost organizationto achieve more ef-
fective detectionand ef cient communication. There-
fore, the communicationcan be inef cient. More im-
portantly intrusiondetectiortechnique®ftenassumeén-
dependence the intrusionattemptsamongstall hosts.
Thisis unlikely to betruewhennearbyhostsarescanned
by aworm. In our method ,we make useof the network
topology and dependeng informationto organizea re-
gion, and considerthe dependeng amonghostswithin
eachregion. In this sensepur methodcanbe seenasa
hybrid betweena centralizedanda distributedintrusion
detectionsystem.



3 Host Organization

To build an effective intrusiondetectionsystemwe pro-
pose a host organizationbasedon the conceptof re-
gions, and discussthe communicationmechanismbe-
tweenhosts[15, 8]. Thenwe customizethe hostorga-
nizationin theintrusiondetectionscenario.

3.1 Regions

We organizehostsinto a two-level hierarchy usingthe
knowledgefrom the networks. First, hostsareclustered
into regionsbasecn certaincriteria. We list threekinds
of criteria here: network proximity, including network
properties,such as network topology geographicdis-
tanceateng [8]; localhostpropertiessuchasoperating
systentypesandrunningservicespolicy constraintand
boundariessuch as enterprisenetworks. Within each
region, hostselecta regional leaderusing a distributed
leaderelectionalgorithmperiodically

Second the leadersorganizethemselesinto a com-
municationstructure.If the numberof leaderss small,
the leadersform a completegraph; otherwiseother or-
ganizationssuchas multiple disjoint treescan be used
[9]. Figurel demonstratea region-basedrganization.
It consistof threeregions.Nodescloseto eachotherare
clusterednto the sameregion. The shadedhodesarethe
leaderselectedn eachregion.

Correspondingdo the region-basedtructure we have
threekinds of detectors:local detectorsregional detec-
tors,andglobal detectors.Onelocal detectorresideson
eachhost,regionaldetectorgesideon theregionallead-
ers,andglobaldetectoranayresideon ary hosts.There
may be oneor moreglobal detectorsdependingon the
requiremenbnrobustnesandthecommunicatiorstruc-
ture.

globaldetector

O endhost/localdetector [
O regionleader/detector@ region

Figurel: A region-basearganizationexample.

3.2 Communication

Localdetectoronly communicatevith theirregionalde-
tector Whena local detectordetectsa potentialintru-
sionattempt,it sendsanalertto its regional detectordi-
rectly. The regional detectorcollectsalertsfrom local
hosts runsits regional detectionalgorithm,andthenre-
portsto theglobaldetectorsGlobaldetectorsvait for re-
portsfrom multiple regionaldetectorsandruntheglobal
detectionmalgorithm.

Dependingon the tradeof betweenrobustnessand
overheadtheremay be differentcommunicatiorstruc-
tures betweenregional detectorsand global detectors.
For example,we can deploy only one global detector
andall theregionaldetectorseporttoit. Thiscentralized
methodhaslow communicatioroverheadbut theglobal
detectormay becomethe target of DoS attacks. As an-
otherextremeexample,we canhave oneglobal detector
oneachregionalleadertogethemvith theregionaldetec-
tor. And eachregionaldetectomulticaststs reportto all
theglobaldetectors Therefore gachregion (throughits
globaldetector)hasa globalview of theintrusionsitua-
tion. Wheneveraglobaldetectohasenoughnformation
to make a decision,jt announcegs decisionto the other
globaldetectorsandall theregional detectorsWe could
alsohave choseranintermediatgositionin whichthere
was more than one global detectoy but not asmary as
oneperregion.

4 Intrusion detectors

As mentionedabove, thereare threekinds of detectors
in our system: local detectorsregional detectors,and
global detectors.Eachkind of detectorrunsthe appro-
priatealgorithm,asdescribedn this section.

4.1 Local detector

A localdetectoresideoneachendhost. Theseareweak
in their capability of detectingintrusions,and as stated
earlierthedesignof local detectorss aseparat@roblem
thatwe do not addressere. The detectioncriteria may
vary, dependingon eachhost. For concretenessye use
the following simplelocal detectorin our experiments:
when an end host receves a paclet at an un-serviced
port, the correspondindocal detectortriggersan alert
to its regional detector;otherwise,it sendsa cleansig-
nal. Therearetwo thingsto note. First, thereareboth
falsepositvesandfalsenegativesin the signalsthelocal
detectorsends Secondthereis atradeof betweertime-
linessanddetectionoverhead.If theendhostsendsone
signaluponreceving every paclet, the overheadnaybe
too high. If the endhostbatchessignals,this causesa
delayin the detection As alertsaremoreimportantthan
cleansignals,we can sendout alertsimmediately but



batchcleansignals.

4.2 Regionaldetector

Reagional detectorsdiagnosepotential intrusionsat the

neighborhoodevel, usingdiscrete-timeHiddenMarkov

Models(HMMSs) to detectintrusionfor eachregion. We

chooseto useHMM s insteadof SHTSs, becauseasdis-

cussedbove, we believe thatthe probability of effective

intrusion betweencloseneighborscanbe dependenbn

that proximity, andHMMs allow usto re ect that. The

secondcadvantageof the HMM approachs the ability to

capturea notion of time andthereforemultiple connec-
tion attemptgo the samehost. In contrastSHT systems
areparticularly easyto game:the worm can make sure
thatthe rst connectiorattemptto ary hostis alwaysto

a servicingport. Thisis because&SHT systemsanonly

handlethe rst connectionattemptto ary host, lestthe

independencassumptiorbreaksdown.

Figure 2 demonstratean HMM for a region. It has
four states:00, 01, 10, 11, representing value pair of
(infected? suspicious?)The rst bit representsvhether
thereis aworm in the region, andthe secondbit repre-
sentswhetherthereis somehostwhosebehaior is sus-
picious. This captureghe adaptvity of thewormin the
sensahataninfectedhostcandecideto lay dormantfor
thetime beingto avoid detection(similarly, a cleanhost
might accidentallybehae suspiciously). Higher order
modelscan be usedto capturemore of the adaptvity.
In generalthe modelparametersreunknovn andhave
to be estimated.Eachregional detectorusesthe reports
(alertor clean)from local hoststo Baum-Welchtrain the
modelandto generatdhe Viterbi pathof hiddenstates
[13]. This Viterbi pathgivesthe mostlikely sequencef
hiddenstateshatcould have generatedhe obsenedse-
guenceof triggeringof thelocal detectorsunderthe cur-
rent estimatecdparameters Note thatthe HMM models
thecurrentincomingtraf c patternsoit doesnot matter
whethertheregionis underoneworm attackor simulta-
neouswvorm attacks.

4.3 Global detector

The global detectorusessequentialhypothesistesting
(SHT) to determinewhetherthereis anintrusion at the
global level, becausene believe that undera good or-
ganizationdifferentregionscanbe assumedo beinde-
pendentof eachotherin termsof intrusion conditions.
Therefore we use SHT with theindependencassump-
tion, and always usethe newestinformationfrom each
region asinput to the SHT. The following equationof
L(Y) de nes the likelihoodratio from the obsenation
vectorY = fY1,Y>,..., Y5 g, giventwo hypothesedd
(“no intrusion”) and H; (“intrusion”), respectiely. Y;
indicateswhetherthe regional detectorat region i be-
lieves thereis an intrusion (1) or not (0). Note that

Figure 2: Initial Hidden Markov Model at regional de-
tectors.00 meangheregion is cleanandits behaior is
not suspiciousP1 meanscleanbut suspicious10 means
infectedbut not suspicious11 meansnfectedandsuspi-
cious.

P[Y; = 0QjHi] is the probability of false negative, and
P[Y; = 1jHyp] is thatof falsepositive.
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Then L(Y) is comparedwith the lower and upper
thresholds Thethresholdsj andT;, arecalculatedby
two parametersdesireddetectiorrate, D D, anddesired
falsealarmrate, D F’, asfollows:

1 DD, _ DD
1 DF ''T DF

To =

If L(Y) is lessthanTy, thenthe global detectorac-
ceptshypothesisHy; if L(Y) is greateithanT}, thenHy
is acceptedptherwisej.e., L(Y) is betweenly and Ty,
no conclusionis made. For the detailsof SHT, please
referto [17].

5 Experimentson DETER

In this sectionwe presentour experimentson DETER.

We chooseto do our experimentson DETER instead
of simulation, as the former is more realistic and may

provide more insights. Our evaluationconsistsof two

parts. The rst is the effectivenesf our on-line detec-
tion mechanismin which we evaluatethe performance
of bothregionalHMM (rHMM) andglobalSHT (gSHT).

The secondis the ef ciency of region-basechostorga-

nization, in which we measurehe detectionspeedand

communicatioroverhead.



5.1 Experiment Setup

Our experimentsunon 88 nodeson DETER.Nodesare
clusteredinto 8 regions, 11 nodeseach,and the links

betweenregions are slower thanthosewithin a region.

Worms are emulatedusingWormSim[11], andwe im-

plementa specialworm that scanssequentiallywithin

a region andrandomlychooseghe next region to scan,
thus creatingdependeng with a region and indepen-
dencebetweerregions. Normal (clean)trafc is gener

atedon eachnodeata constantate. Therearebothfalse
positvesandfalsenegatives. Thatis, normaltraf c may
bemistalenasintrusionattemptsandintrusionattempts
may be viewed as clean. Nodesare divided into two

catgyories: vulnerableand non-vulnerable.Vulnerable
nodeswill beinfectedwhenanintrusionattemptarrives,
andthenthewormwill propagatdrom theinfectedhost.
Non-vulnerablenodeswill issueanalertwhenreceving

anintrusionattempt. WormSimandlocal detectorsun

on all the nodesexceptthe regional leadernodes. Re-

gionaldetectorsunontheregionalleaderspnefor each
region.rHMM isimplementedisingthe GeneraHidden
Markov Model library (GHMM) [2]. In this experiment,
thereis only oneglobaldetector

5.2 Intrusion detectionperformance

In this experiment,we evaluatethe performanceof our
system. The regional detectorsrun rHMM, and the
global detectorruns gSHT over all regions. Table 1
lists the parameteraisedin rHMM and gSHT. As we
describedin Section4.2, a regional detectortrains the
modelandinfers a Viterbi path. Giventhe Viterbi path,
thereis still a questionof how to determinewhetherthe
region is underintrusionor not. In this work, we usea
simpleempiricalalgorithm:if thelatestsix statesontain
threeconsecutieintrusionstateg11 or 10), thenthereis
anintrusion.Recallthat11 meanghattherHMM thinks
that (somenodesof) this region is infectedand suspi-
ciousactiity is detectedand 10 meansthatthis region
is infectedandcurrentlyexhibiting normalbehavior.
Figure 3 shows the intrusion detectionof a region
usingrHMM. The experimentis divided into alternate
cleanperiods(blankareadn Figure 3) andinfectionpe-
riods (gray areas).0 meanscleanand 1 meansnfected.
The solid line (TRUE in the gure) shaws the true in-
trusionstatus(i.e., no falsepositivesor falsenegatives).
Thedashedine (rtHMM) shavsthedetectiorresultof an
rHMM usingthe reportsfrom local detectors.Note that
thetime axisis not linear dueto dataaggreation. We
canseethat at the beginning of the experiment,rHMM
malkesa few mistalesdueto the falsepositvesandthe
relatively untrainedmodel. However, it learnsto correct
theerrorsvery soon.Althoughtherearesomenoticeable
lags, overall, tHMM' s performancds very closeto the
modeltrainedusingthe true statesequencegespitethe

falsepositvesandfalsenegatives. We stressagainthat
thetraining of therHMM is unsupervised.

Dueto thelarge numberof datapoints,Figure3 only
shavs aggreateresults.To look at how well anrHMM
works in detail, we comparea sequencef true states
with the predictedsequencef statesfrom anrHMM in
Figure4, whichis betweer265and433secondsn Fig-
ure3. Local detectorgeportanalert(1) or acleansignal
(0) to theregionaldetectorwhich maybeafalsepositive
or afalsenegative. Correspondingdo that, the solid line
shavsthetruestatesequencelts statedabeled0,1,6,7,8
representshat a hostrecevesthe following pacletsre-
spectvely: acleansignal,analertcausechy falseposi-
tives,acleansignalcausedy falsenegatives,atruealert,
a falsenegative from a vulnerablehostwho cannottell
intrusion. The dashedine shows the transitionof states
obsened by the rHMM. The statesf 0, 1, 2, 3g corre-
spondto thefour states 00,01, 10, 11g in Figure2. We
canseethatat the beginningtherearetwo small spikes,
andrHMM considerst cleanbut suspicious.Whenin-
trusionreally happensat 325 secondsthetrue sequence
jumpsto state8 andthen7; theinferredViterbi path rst
jumpsto 1, thinking that it might be just a cleanhost
thataccidentallyactedsuspiciousAs morealertsarere-
ceived,it realizesthattheregionis underattack,andthe
stateoscillatesbetweerstates? and3. Thisin particular
meanghatwhentherHMM thinkstheregionis underat-
tack, but normalpacletsarereceved,therHMM thinks
thatthewormis layingdormantasopposedo theregion
beingclean. After that, it remainsbetweer2 and3 dur-
ing the infection period,andis not affectedby the false
negatvesandnormaltrafc. Figure5 demonstratethe
nev rHMM modelafterthe experiment.

Figure 6 demonstrateshe detectionperformanceof
the global detectorusing SequentiaHypothesisTesting

RegionalHiddenMarkov Model (rHMM)
Noiselevel 0.03
Initial transitionmatrix seeFigure2
Initial stateprobability f0.7,0.1,0.1,0.1g
Global SequentiaHypothesisTesting(gSHT)

Falsepositive 0.10
Falsenegative 0.01
Desirefalsealarmrate 0.02
Desiredetectiorrate 0.98

Experimentsettings
Numberof regions 8
Numberof nodesperregion | 11
Vulnerablenodes 25%
Worm propagatiomrate 1 scan/second
Normaltrafc rate 1 message/second

Tablel: TherHMM andgSHT experimentparameters.
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Figure3: RegionalHiddenMarkov Model performanceTRUE is the statesdbasedn the true statug(no falsepositive
or falsenegative), andrHMM is that basedon the obsenationsof a regional detector Gray areasrepresenfictual
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Figure4: Viterbi pathof anrHMM andthetruestatesequencetp is thetruestate/gentsequenceandvpis theinferred
statesequencéy therHMM. In thedashedine, 0,1,2,3in Y-axiscorrespondo the four statesn Figure2: cleanand
not suspiciougCN, correspondso state00), cleanbut suspiciougCS, to state01), infectedbut not suspiciouglS, to
state10), andinfectedbut suspicioug!S, to statell). In thesolidline, 0,1,6,7,8epresentaneventthatahostreceves
thefollowing pacletsrespectiely: anormalpaclet (truenegative, TN), analertcausedy falsepositives(FP),aclean
signalcausedy falsenegatives(falsenegative casel, FN1), atruealertcausedy anintrusionattempt(true positive,
TP), a cleansignalfrom a vulnerablehostwho cannot/vould not distinguishintrusion attemptsfrom normaltrafc

(falsenegative case?, FN2).
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Figure5: A trainedhiddenMarkov modelat a regional
detector

(gSHT): the solid line is the resultusingthe true states
andthe dashedine is thatusingrHMM outputs. Since
they arequiteclose this shavsthatasfarasthegSHTis
concernedtherHMM outputsarealmostasgoodasthe
truth, laggingalittle bit behind.

Comparedwith Figure 3, gSHT doesnot have the
falsepositivesatthe beginningandnearl445secondsn

rHMM. Thisis becausehatthe global detectorcollects
informationfrom multipleregions,andtheindependence
of regionshelpseliminatethefalsepositives.

5.3 Region-basechostorganization

To evaluatethe efciency of region-basedost organi-
zation, we compareour methodwith a gossipingpro-
tocol in threeaspects:detectionspeed,communication
overheadandcost. Detectionspeedmeasurefiow fast
hostsmake a decisionon intrusion detection. Commu-
nicationoverheadefersto the numberof messagethat
hostspropagatdo reacha decision. Costis the number
of nodednfectedby thetime of detection.

One setof the experimentresultsis shavn below in
Figure7. Gossiprefersto the gossipingprotocolin [5],
where hostsexchangeobsenations using an epidemic
spreadprotocolwithout any organizingstructure asde-
scribedin Section2.2. The gossipingrateis 2. Region
refersto our region-basegrotocol. We canseethat Re-
gion outperformsGossipin all the three metrics. Re-



Figure6: Globalsequentiahypothesidestingperformancegt is gSHT's decisionbasedon rHMM outputs,andgvis
gSHT's decisionbasedn thetrue statesrom eachregion. Gray areagepresenactualinfection periods.

gionis fasterin detectiontime, becauselertsareaggre-
gatedwithin eachregion rst beforebeingprocessedt
the global detectorwhile in Gossipmessagemay cross
slow links mary timesbetweenhostsbeforereachinga
decision.Similarly, the numberof infectednodess also
smallerin Regionthanin Gossip Finally, the numberof
messagesransmittedin Region is signi cantly smaller
thanthatin Gossip Thereasonfor this is becausehat
the numberof messagemcreasesalmostexponentially
amonghostsin Gossip while in Region messagefrom
endhostsareonly sentto theregionaldetectorandthen
processeattheglobaldetectorafteraggreyation.

60+
OGossip
Region
40..
20+

Time (seconds) Infected nodes

Messages

Figure 7: Detection speedand overheadcomparison.
Notethatthemessagedonotincludethosefor maintain-
ing the cooperatioramonghostsin their methodGossip
or messagefor trainingtherHMMs in our method.The
numberof messages in unitsof 10.

6 Discussions

6.1 Robustnessand exibility

Our methodis semi-centralizedandcanbe mademore
robustto DoSattacksin two ways. First, insteadof hav-
ing only oneglobaldetectoy multiple widely distributed
regional detectorscan exchangeinformationsothat ev-
eryonehasanapproximateglobalview andmake thede-
cision, thusreducingthe vulnerability SecondJeaders

(regional detectors)are periodically re-electeddistribu-
tively, soit is hardfor attaclersto predictthe leaders
whenattackshappen.

Therearetwo kinds of dependengto berecognized.
Oneis the dependeng betweenend hosts, causedby
their proximity, similarity of hardware, software, man-
agementandpolicy boundariesetc. Therefore we as-
sumethat network proximity is positively correlatedto
the dependeng structure. The otheris the dependeng
causedy worm scan:for instancewormsmay scanan
IP block eachtime, or intentionally scanhostsdistant
from eachother To dealwith this,ourapproactprovides
for the e xibility to re-oiganizeregionsby considering
bothkindsof dependeng

6.2 DETER testbed

Ourexperiencewith DETERtestbedshavsthatDETER
providesavaluableinfrastructureor security-relate@x-
periments. We suggestseveral possibleimprovements
here. First, it would be very helpful if DETER incorpo-
ratedmoresecurity-relatedacilities, suchastrafc gen-
eratorbasedon real traces,worm simulators,etc. This
would greatly simplify the designof experimentsand
provide the basisfor comparisonof resultsamongre-
searchersSecond NS extensioncommandsare impor-
tantto experimentautomation We hopemorecommands
canbe providedin the future. Third, the swap-in pro-
cesscan take a long time when experimentsscaleup.
A way to automaticallykill the preloadedexperimental
programsand reloadeverything without swap-in or re-
bootingwould signi cantly reducethe waiting time and
speedip theexperimentprocess.

7 Conclusionsand Future Work

In this work, we designa dependeng-basedhostorga-
nizationfor collaboratve intrusiondetection. Hostsare
clusteredinto regions basedon network proximity and
dependeng and communicatioramongthem becomes
moreef cient. To capturethedependenyg we applydif-
ferentintrusiondetectiontechniqueswithin regionsand



acrossregions. At the regional level, we usea hidden
Markov model;atthe globallevel, we usesequentiahy-
pothesigesting.

Our experimentson the DETER testbedsuggesthat
dependeng-basedhostorganizationcanimprove intru-
sion detectionby providing valuablenetwork-layerand
application-layeiknowledgeto intrusion detectionsys-
tems. In the future we will follow up with a seriesof
furtherexperiments:

1. UseHMMs acrosdifferentregions,to con rm that
acrosdifferentregions,thereis essentiallyno loss
of effectivenessf we assuméndependencaiMorms
with differentscanningieatureswill betested.

2. Use more general HMMs, specically a non-
homogeneousigher order HMM, basedon an
adaptve organizationutilizing different network
knowledge. If a strongglobal clock is available,
thencontinuougime HMMs canbeusedtoo.

3. Enhancehe reportingschemeto recordthe signa-
ture of aworm. Thiswill provide two improvedca-
pabilities. The rst is to signi cantly reducetheim-
pactof falsepositives. The seconds to improve the
reportingof a worm, by allowing for reportingof a
particularworm signature thusenablingthe disen-
tanglemenbf simultaneousvorm intrusions.
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